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Preface

Research and development of autonomics have come a long way, and we are
delighted to present the proceedings of the 3rd IEEFE International Workshop
on Modelling Autonomic Communications Environments (MACE 2008). As in
the last two years, this workshop was held as part of Manweek, the International
Week on Management of Networks and Services, which took place on the lovely
Island of Samos in Greece.

MACE started as an experiment in 2006, and created a small community that
now finds itself attracted back each year by a feeling of excitement — that there is
something new going on. Certainly, MACE is not as shiny or practiced as other
well-known conferences and workshops, but we consider this a feature of the
workshop itself. New ideas, a little rough around the edges (and sometimes more
than a little), often quite unfinished, pop out and provoke extensive discussion.
Science needs this kind of exploratory adventure and we were strongly motivated
to preserve this atmosphere of exploration and discussion in this year’s program.
It is also very interesting to observe the support of industry for MACE, indicating
that there is a need for new ideas outside the classical academic circles.

This year, the submissions were more peripheral to the invited themes of the
workshop than in the last two years. We saw prototypes emerging and experi-
ments maturing that attempt to now employ the principles introduced in previ-
ous years. We can call this part of MACE the “protoautonomics,” acknowledging
that we still have some way to go, but that we are at the exciting beginning of
the journey.

The book you are holding in your hands presents the accepted papers of the
technical sessions of MACE 2008. We had 22 submissions, of which 8 were ac-
cepted as full papers. Furthermore, we allowed four submissions as short papers.
To make sure that the accepted papers provide an interesting program, we dis-
cussed all the submissions and all the reviews provided by the MACE TPC in
full detail. We believe that, to support the objectives of MACE, this effort was
well-worth doing and we hope that this book provides you with cutting-edge
ideas, thoughtfully presented solutions and pursuable experiments.

We are very proud to present this year’s proceedings as a volume of Springer’s
Lecture Notes in Computer Science (LNCS). The volume contains four chapters.
We start by looking at “Autonomic Networks, Experiences and Frameworks”,
presenting the results of two European projects in terms of experiments for
application development and in-network management. The second chapter —
“Strategies, Processes and Generation of Components” — provides a sophisti-
cated insight of algorithms underpinning the realization of autonomic networks.
The third chapter is dedicated to discussions on “Self-* Capabilities,” focusing
on self-healing, self-organizing and self-management. The fourth and last chapter
comprises our “Short Papers,” looking at information models, domain-specific
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models, negotiation and models for the provision of services in autonomic com-
munication environments.

As in the last years, MACE was part of Manweek, an umbrella of now six
workshops and conferences focusing on different aspects of network and ser-
vice management, from distributed operations (DSOM) via IP-based manage-
ment (IPOM) towards multimedia and mobile networks (MMNS), virtualization
(EVGM) and middleware for next-generation networks (NGNM). Further infor-
mation of Manweek and the individual workshops and conferences can be found
at http://www.manweek.org.

Finally, we would like to thank the many people whose hard work and com-
mitment were essential to the success of MACE 2008. Foremost amongst these
are the researchers who submitted papers to the workshop. We would like to
express our gratitude to the MACE Technical Program Committee for their ad-
vice and support through all the stages of the workshop preparation. We thank
all reviewers for their fair and helpful reviews. We thank IEEE Communica-
tions Society and the Autonomic Communications Forum (AFC) for support
and sponsorship of MACE. Most of the more time-consuming practical and lo-
gistical organization tasks for the workshop were handled by the members of
the Manweek 2008 Organization Committee — this made our jobs significantly
easier, and for that we are very grateful. Finally, we wish to acknowledge the
financial support of the Manweek sponsors, whose contributions were hugely in-
strumental in helping us run what we hope was a stimulating, rewarding and,
most importantly, an enjoyable workshop for all its participants.

September 2008 Sven van der Meer
Mark Burgess
Spyros Denazis
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Experiences with Application Development for
Autonomic Networks

Karl-André Skevik, Matti Siekkinen, Vera Goebel, and Thomas Plagemann

Department of Informatics, University of Oslo
P.O. Box 1080 Blindern, N-0316 Oslo, Norway
{karlas,siekkine,goebel,plageman}@ifi.uio.no

Abstract. ANA is a project that examines legacy-free future network-
ing architectures, with a focus on autonomicity. The programming model
used in ANA dispenses with the rigid layers of the OSI model and instead
uses bricks that can be combined to build a compartment offering the
functionality required by an application. Restrictions such as TCP always
being layered on top of IP do not exist, with e.g., arbitrary bricks offering
transport functionality being usable to communicate with other nodes in
a compartment. Application functionality is divided among specialized
bricks, giving a clean and non-monolithic design. We have designed a
P2P-like distributed streaming system from scratch, and designed an in-
formation sharing system by adapting an existing structured P2P system
for ANA. In this paper, we report our experiences on the benefits and
pitfalls of application and service development for ANA, and draw some
conclusions on suitable design approaches for such novel “disruptive”
network architectures.

1 Introduction

Research work on autonomic computing systems has originally been motivated
by the effort and complexity of configuration, management, and maintenance of
the continuously increasing number of networked computing systems that exist
today. The advantage of autonomic networks is obvious in the area of network
management because they minimize manual intervention. Making networks au-
tonomic by introducing self-* properties is one of the key elements in many
of the recent efforts towards the future Internet, like ANA [I], BIONETS, and
CASCADAYY. While the challenges of autonomic network solutions receive a
strong attention in the research community, little effort has so far been put into
the investigation of distributed applications using autonomic networks. Even if
self-* properties are introduced into the network, these properties themselves
should not be the ultimate goal; instead, the added value of autonomic networks
should ultimately be benefits provided to end-users, applications, and application
developers.

In order to understand the challenges and benefits that application developers
are confronted with when implementing applications for autonomic networks, we

! WWW.ana-project.org, www.bionets.eu, www.cascadas-project.org

S. van der Meer, M. Burgess, and S. Denazis (Eds.): MACE 2008, LNCS 5276, pp. 1 2008.
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analyze in this paper two complementary cases of application development in the
ANA Project (Autonomic Networking Architecture). The ANA Project is pur-
suing disruptive research towards solutions for the future Internet. Besides the
development of networking concepts with self-* properties, ANA has introduced
an abstract notion of communication starting points to enable the construction
of ANA networks without limitations on addressing mechanisms. Furthermore,
ANA uses the concepts of compartments composed of smaller bricks to build sys-
tems that offer services or application functionality. Each brick offers a simple
service and can be used in multiple compartments.

Since ANA does not have a strict layering, like in the OSI reference model,
the boundary between network, overlay, and application is fuzzy. Each of these
are in fact represented by a compartment. Even all functional blocks running on
a node form a compartment. In this paper, we use the term application for the
“higher” layer compartments that offer functionality that would be implemented
as overlays or applications in a layered architecture. The common factor for these
application compartments is that they might need the services of some basic
network compartments, such as an IP compartment, for example.

Based on these fundamental concepts, we have designed and implemented
two applications: a Peer-to-Peer (P2P) video-on-demand streaming system and
a Multi-Compartment Information Sharing System (MCIS) which is essentially
a structured P2P system. The P2P streaming system is based on our earlier
research on P2P based streaming [2], but the architecture and code has been re-
designed from scratch to make use of ANA concepts in order to benefit from the
advantages of autonomic networks. In contrast to this fully redesigned system,
with the MCIS implementation we have tried to reuse the open source Mer-
cury system [3] as much as possible; the MCIS implementation represents the
approach of porting legacy applications and overlays to a new autonomic net-
working architecture. The contribution of this work is a description and analysis
of the experiences and tradeoffs of porting versus redesigning and reimplement-
ing applications for future autonomic networks.

Section @ introduces relevant ANA concepts and gives a short overview of the
fundamental APIs used by ANA developers. Section B] describes MCIS and the
process of adapting it for ANA. Section [ presents the design of a streaming com-
partment developed for ANA. Section [ concludes this article with a summary
of our contributions.

2 A Glimpse of the ANA Architecture

The objective of the ANA project is a clean slate design of a network architecture
for the future Internet with an autonomic flavor. The ANA approach is disruptive
in that it does not build on top of the current Internet. Instead, ANA defines a
small set of abstractions that form the basic building blocks of the architecture,
and that make it possible to host, federate, and interconnect an arbitrary number
of heterogeneous networks. These abstractions are Information Channel (IC),
Information Dispatch Point (IDP), Functional Block (FB), and Compartment.
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Protocols and algorithms are represented as FBs in ANA. These FBs can be
composed together in any desired manner to produce a specific packet processing
functional chain. Communication in ANA occurs towards the start point (the
IDP) of a communication channel (the IC). FBs send messages to IDPs which are
dispatch points for the next FB. This mechanism makes it possible to recompose
the functional chain that represents a specific IC at run time, which is necessary
for the control loop behavior of an autonomic system.

A network is represented as a compartment in ANA. ANA does not man-
date anything about the internals of a specific compartment, which is free to
define inter-compartment communication parameters such as naming, address-
ing, and routing. Instead, ANA specifies how these compartments interact by
introducing a generic compartment API. This API consists of five basic primi-
tives: publish (), unpublish(), resolve (), lookup(), and send (). The imple-
mentation of this APT represents the external interface of a compartment. The
underlying idea is that a service (represented as a FB) is able to publish itself
within a compartment. Users of that service (other FBs) are able to resolve a
communication channel (an IC) to the service via that compartment, after which
they can send data to each other. An analogy to the layered architecture used
today would be an IP FB publishing itself to be reachable at a specific IP address
within an Ethernet compartment, enabling other IP FBs to resolve (using the
published IP address) an IC to that IP FB via the Ethernet compartment. In
addition, compartments can look up specific kinds of services based on keywords
if it is not exactly known what to resolve.

The programming model used in ANA is based on bricks. There are two kinds
of bricks: those that offer access to a network protocol compartment, and those
that implement operations such as caching or encryption. Application functional-
ity is divided among specialized bricks, giving a clean and non-monolithic design.
A more detailed overview of ANA internals can be found at the ANA web sitd2.

The abstractions described above form the blueprint for the architecture and
are merely the tools that enable autonomic operations. Establishment of self-*
properties naturally requires additional development of corresponding services,
such as those that provide resilience or functional recomposition, for instance.
Furthermore, various support services are needed, among which one of the most
crucial is monitoring services; knowing the current state is imperative for auto-
nomic behavior.

3 MCIS: Multi-Compartment Information Sharing
System

For an autonomic network, a generic and fully distributed information sharing
service is needed to disseminate monitoring information for decision making. The
Multi-Compartment Information Sharing System (MCIS) offers this, by providing
lookup and storage facilities for any client brick wishing to share data with other

2 http://www.ana-project.org/web/meetings/start
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bricks. The system is rich in capabilities and supports range queries over multi-
attribute data records, publish/subscribe functionality, and one-time queries.

3.1 Design and Implementation

In order to create an information sharing service for ANA, we have used an
already existing open source system called Mercury [3]. Mercury is a structured
P2P system where nodes are logically organized on a ring, in a way similar to
Chord [4]. The key difference is that Mercury does not hash the keys, which are
the actual attribute values. Hence, each node in the ring is responsible for a par-
ticular attribute value range. This difference makes it possible to process range
queries efficiently. In Mercury the rings are called attribute hubs and there is
one hub for each attribute of a data record. For example, if the data records are
two-dimensional coordinates with x and y values as attributes, then Mercury will
maintain two attribute hubs and each node is responsible for a particular value
range in both of the hubs. Data records are replicated and routed to each of the
hubs while queries are routed only to the hub of the attribute that is estimated
to be most selective in the query predicate (i.e. specifies the smallest range). This

Metadata cmpt

data3 cmpt

———.

e N\
L@
N

Fig. 1. Data compartments in MCIS

kind of content addressable overlay fits well to the concept of a compartment in
ANA. All data records of a specific type naturally forms a data compartment.
Each data compartment routes messages via its attribute hubs independently
of other data compartments. Resolution and publish procedures of data items
boil down to query processing and store operations, respectively. There is a spe-
cial metadata compartment which every node belongs to. It contains information
about the different data compartments that exist and enables discovery of them
(see Figure [ll). As the name suggests, the MCIS brick is the entry point to the
data compartments and handles all the resolve, lookup, and publish requests
from local client bricks. MCIS bricks at different nodes cooperate on the main-
tenance of a single distributed Mercury system per data compartment.

The Mercury software has been designed in a very modular way. The code
for the overlay management and routing is located in the mercury package,
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while code for the underlay networking layer can be found in packages such as
wan-env for TCP/UDP communication over IP using the Berkeley sockets API.
Establishing point-to-point communication with other nodes in ANA requires
being able to resolve the other end point via some compartment, where that end
point has previously published itself. Thus, we needed to implement ana-env as
the underlying ANA networking layer. Ideally this layer would choose, from the
available network compartments, one that is most suitable for reaching a partic-
ular end point in the current situation. However, in the current implementation
the network compartment must be chosen with a parameter when the system is
started.

In addition to the networking layer, we needed to build the MCIS brick func-
tionality; the handling of the resolve, lookup, and publish requests as specified
by the generic compartment API. The brick functionality can be seen as a kind
of adaptation layer, from the generic compartment API to the Mercury specific
APIT and message types.

3.2 Lessons Learned

One particularly cumbersome issue we had in incorporating Mercury into ANA
was the use of identifiers. ANA as a “disruptive” future networking architecture
does not mandate the use of IP or any other protocol for communication, while
the current Internet makes almost exclusive use of IP. As a consequence, as with
most software designed for the Internet, Mercury assumes the use of IP addresses
and port numbers as identifiers of services and clients. As a consequence, we
needed to modify major parts of the entire source code to introduce strings as
generic identifiers.

The main reason why it has been quite straightforward to use Mercury as the
basis for building the MCIS brick has been the modularity of the source code.
While it likely stems from the fact that the authors of the original code wanted
to use a simulated networking layer in addition to the sockets API. Apart from
the changes needed to support more generic identifiers, this separation between
network layers enabled us to use the original code with only minor modifications.

Our work on Mercury has shown how porting legacy Internet networking
software to ANA with only a minimum of modifications can be done, but there
is still room for further integration. The original software could be decomposed
into smaller consistent functionalities, which could then serve in several contexts.
For example, the load balancing functionality of Mercury might also be usable
by other compartments.

4 Streaming Compartment Design

For real-time applications such as video streaming systems, having accurate in-
formation about the network, such as delay or available bandwidth between
nodes, can be an important factor in achieving good performance. Unfortunately,
this kind of information is not easily obtainable on the current Internet. Several
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techniques for doing this, such as [5], have been proposed, but while it is possi-
ble to keep code for this kind of functionality in an external library rather than
inside the application, the underlying limitations do not change: the Internet
does not provide an interface for obtaining all the information required by the
application, and a library might require updates as the interconnect technologies
of the Internet changes.

However, in ANA, monitoring is provided as a fundamental service on all
nodes. Furthermore, ANA has been designed to support having accurate infor-
mation provided by routers and other intermediate nodes. As we have previously
designed a P2P video streaming system for the Internet [2], we have been in-
terested in seeing how having the monitoring services available in ANA might
affect the design of a similar system.

4.1 Compartment Overview

We have designed a distributed compartment that offers video streaming ser-
vices, with content retrievable from participating nodes that have previously
retrieved the same content. This kind of system requires a mechanism for trans-
mitting media data between nodes, but also a metadata handling system that
offers file search functionality and a way of keeping track of the nodes that have
copies of the data. A typical usage scenario would be for a user to search for and
request a movie, upon which a list of nodes with the content available would
be obtained, and the content requested from nodes on the list. The downloaded
parts of the movie would simultaneously be made available to other users. Files
are divided into blocks to make information about downloaded files easier to
share and manage.

Some functionality is clearly the same regardless of whether an application
has been designed for the Internet or ANA; disk caching and media playback
occurs after the media data has been retrieved from the network and can be
identical. What reveals the special characteristics of ANA is how the application
is structured. A typical Internet application use have a poll() loop, or multiple
threads, to multiplex connections to other nodes, but it is common to have the
majority of the functionality implemented as part of a single application, perhaps
even running as a single process. If there is any code shared between applications,
it is primarily in the form of shared libraries that implement common operations.

Rather than building monolithic applications, the ANA application develop-
ment concept is based on the principle of combining many small bricks to form
a larger structure, or compartment, that offers application functionality. This
might seem similar to the use of libraries, but a brick is an actively running ser-
vice that can be included in the combined structure of multiple compartments.
As with libraries, this gives the benefit of sharing code, but there are additional
benefits that come from bricks being a running and shared service. The first
is with regard to efficiency, especially in the context of network monitoring. An
Internet application that wishes to estimate the transfer speed or available band-
width to another node can do this by transmitting specially crafted packets [5],
but if each application does this independently the result will be redundant
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traffic that increases the load on the link between the two machines needlessly.
However, if all applications request this information through the same brick, the
result will be less overhead and shorter response time if the answer is already
known. Another important benefit comes from the possibility for the applica-
tion to adapt to changes; the system can react to changes in the network by
changing the bricks that offer various types of functionality. To use the network
monitoring example, on the Internet, it might only be possible to use heuris-
tics to estimate link speeds and a monitoring brick for the Internet would use
these kinds of techniques, but on a network where ANA nodes provide additional
monitoring functionality, the routers can be queried directly. An ANA node can
react to these two different scenarios by replacing the relevant monitoring brick.
The design of ANA gives applications the inherent possibility of having this kind
of adaptability, and this approach can be used in many situations: in order to
change transport protocols, insertion of transcoding bricks to reduce media size
on low bit rate links, etc.

The use of bricks has a direct influence on the structure of the application;
the streaming functionality is not offered by a single brick, but by a set of bricks
that work together. One immediate benefit of this is that some of the required
functionality is already offered by the system; network monitoring is provided
by the monitoring framework. What remains is a way to exchange media data,
metadata handling, and the interface to the media player. To demonstrate the
flexibility of the brick system, we have designed two variants of the streaming
system. The first is server based and similar to a traditional video streaming
system suited for commercial streaming, with data originating from a server
maintained by a content provider. The server also provides metadata handling
services such as file search. The difference from a traditional client/server system
is that clients serve downloaded content to other clients; the server is the origin

Server, as seen from Node A

file server
*

Node B, as seen from Node A

w e s e
nodelat nodelat MRP

Node A, complete compartment composition overview

anasearch

anameta

Fig. 2. Server based streaming compartment
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Node A, compartment composition overview

Node B, as seen from Node A

% P file cache Hnastrea
nodelat H MRP

nodelat

Fig. 3. Distributed streaming compartment

of all content, but not necessarily the only location to retrieve media data from.
The structure of this variant is shown in Figure Bl

The second variant is a completely distributed system, with no centralized
servers. Any user can publish files, resulting in a system similar to P2P file
sharing networks such as eDonkey [6]. The decentralization is achieved through
the use of the MCIS brick, which provides metadata handling. The structure of
this system is given in FigureBl and as can be seen, despite being two completely
different systems, the only difference in the brick composition of Node A is
that the brick managing metadata has been replaced; the rest of the system is
identical.

4.2 File Server Brick

The server based design initially provides all content from the server maintained
by the content provider. The file server brick handles byte-range requests from
client nodes. Files are identified by a message digest, which is obtained by clients
through the metadata brick. An IP brick is used for communication with clients.

4.3 Metadata Server Brick

Metadata in the server based streaming compartment is managed by the meta-
data server brick. For this usage scenario all files are maintained on the server;
users can report having downloaded parts of a file, but cannot add new files to
the system. Metadata queries only search metadata for the files located on the
server.

The design of this brick reflects one of the places where a decision had to be
taken with regard to the granularity of bricks. The brick performs tasks relevant
for a single type of operation, namely metadata management, but there are two
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types of metadata: the digest, node, block, 3-tuple, and the information relevant
for media files, such as movie title and quality. An alternative approach would
have been to have two bricks instead of one, and it is conceivable that either brick
would be useful by itself for other compartments. In general, the two opposite
extremes for brick design is to have either a small number of complex bricks, or
a large number of small atomic bricks. The first results in code complexity, while
the second increases system complexity. We have chosen a solution in the middle,
with bricks divided based on the conceptual operation they provide, rather than
the low-level operation they perform.

4.4 File Cache Brick

The file cache brick is an important part of both the server based and distributed
system. As the brick composition overview of either system shows, this is the
most connected brick, with communication links to four other bricks. The task of
this brick is to manage the file cache on end user nodes. This includes managing
the file data stored on disk, and retrieving missing data from either the file cache
or file server brick on other nodes.

As with the metadata server brick, this brick performs multiple tasks that
could have been implemented in separate bricks. For example, answering data
requests from remote and local nodes could have been done by two different
bricks. The same is the case with the data retrieval functionality. In practice
however, it was found that all these operations were quite tightly connected,
and having them in separate bricks would have required synchronization mecha-
nisms to ensure safe handling of the data stored on disk and in memory, adding
complexity and essentially defeating the purpose of separating the bricks.

4.5 Meta Relay and MCIS

In both the server based and distributed streaming scenarios, the metadata
requests pass through a single block. In the server case, this is the meta relay
block, which simply relays all requests to or from the meta server block on the
server node. Because of this, the interface is essentially the same as that given
for the meta server brick, except that the brick is not available through the TP
compartment, only to the bricks on the same node. When the MCIS is used
for metadata handling, the metadata requests are processed in the context of
the MCIS compartments. Support for other ways of managing metadata can be
added by simply writing a new brick that supports the same interface as these
two bricks.

4.6 Application Bricks

The three application bricks, anasearch, anameta, and anastream, have been de-
signed to be used as normal shell commands, and each provide a simple interface
to the ANA streaming system. Of these commands, anasearch and anameta are
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simply wrappers around the meta brick, allowing a user to search for and ob-
tain information about available files. The anastream brick returns a media data
stream for a specified file.

Again, also in this case it would have been possible to handle the brick di-
vision in a different way. Metadata queries are performed by two bricks; anas-
tream and anameta, and the functionality of these bricks could arguably have
been implemented in a single brick. The reason for the division in this case is
that integrating ANA bricks with the UNIX shell is currently somewhat cumber-
some, and keeping the two metadata query types in different commands makes
it possible to have more easily understandable interfaces for the commands.

4.7 HTTP Proxy Based ANA Gateway

The http2ana and mplayer elements in Figure[2and FigureBlare not ANA bricks
but standard UNIX applications. To demonstrate that ANA can be used with a
normal media player, we have created a gateway application that functions as a
normal HTTP proxy, that, rather than obtaining data from a web server, uses
the application bricks to retrieve the data over an ANA network. Any media
player that supports streaming over HT'TP, and has support for HT'TP proxies,
should be usable with this gateway.

4.8 Non-compartment Bricks

The core part of the streaming functionality is provided by the file cache brick
and the metadata handling bricks, but network monitoring is important for
performance reasons, and node monitoring functionality is provided by the MRP
brick[7]. The information provided by the MRP brick includes simple status
information such as whether a node is available or not, but can include more
complex queries such as a request for an ordering of the nodes based on criteria
such as latency.

MRP operations manipulate so-called nodesets, that can consist of an ar-
bitrary set of nodes. Operations include adding nodes to a nodeset, removing
nodes, and requesting orderings of the nodes based on various criteria. The MRP
brick does not perform any measurement operations itself, it merely manages a
set of nodes, and sends requests for network measurements to the monitoring
framework, here represented by the nodelat brick. This brick measures the RTT
between the node itself and a different node. Each nodelat brick currently ex-
poses the latency measurement interface to other bricks on the same node, but
it would be possible to expose it to other nodes, allowing these nodes to measure
the RTT between arbitrary sets of nodes.

The final brick which is part of the streaming compartment is the IP brick,
which provides IP transport functionality.

4.9 Lessons Learned and Limitations

The current status of the streaming compartment is that all the bricks needed for
the server based scenario have been implemented and are currently undergoing
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testing. During the development process we have made several observations. We
have especially found that the brick concept leads itself well to easy development
and code testing. Most bricks are fairly small and provide a single operation
through a well-defined interface. The brick based application construction en-
courages having small bricks that are simple and consequently, ideally easy to
understand and test. Compared to the development of the P2P video streaming
system we have previously created for the Internet, it has been much simpler to
develop and test multiple separate bricks than one large application. It should
be noted that the Internet application was more feature rich, but changing the
brick based design is much simpler, as can be seen in the ease with which the
structure of the system is changed from being server based to being fully dis-
tributed, by simply using a different brick for metadata handling. Furthermore,
having a monitoring framework has made it possible to add network awareness
without having to implement code for this in the application.

While the underlying principles of ANA provide several benefits for applica-
tion design, there are some practical issues that have affected brick development.
The ANA project looks at legacy-free networking design, and a consequence of
this is that functionality that is taken for granted on the Internet needs to be
reimplemented from scratch. As the ANA code base is still far from mature,
there are some limitations that have influenced the design. One obvious odd-
ity is the use of IP to transport media data, and the system does in fact do
streaming directly on top of IP packets. The reason for this is that there are cur-
rently no higher level protocols implemented; only Ethernet and IP transport
without packet fragmentation. The consequence is that as opposed to having a
simple stream-like interface, the bricks need to consider factors such as packet
size .All requests and replies are currently kept below the MTU, which compli-
cates request handling. Lack of a reliable transport protocol makes it necessary
to handle retransmission of lost packets in the application. However, these lim-
itations should disappear as more advanced bricks become available. It could
rather be argued that these limitations demonstrate the flexibility of ANA, as
it is possible to implement a distributed streaming system on top of a simple IP
implementation. The functionality offered by the MRP brick is similarly limited
due to the lack of network measurement bricks.

5 Conclusion

In this article, we have described work on application development in the context
of ANA. A central ANA concept is the separation of functionality into bricks
that offer a single type of service, and the combination of bricks to form compart-
ments that offer more complex functionality. We have shown how this approach
affects both the porting of the MCIS information sharing system to ANA, and
the development from scratch of a distributed video streaming system. There are
still limitations that complicate application development, but these issues are a
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result of functionality that has still not been implemented rather than limitations
imposed by the design of ANA. More than being a deficiency, being able to do
streaming directly over IP demonstrates the flexibility of ANA. Our experience
shows that the brick concept is well suited for application development.

Furthermore, we have shown that the ANA compartment concept fits with
currently used networking paradigms, using a content addressable network in
the form of data compartments. Importing legacy software can be straightfor-
ward but usually requires a kind of adaptation layer in order to conform to the
generic compartment API. A complicating factor can be the implicit assump-
tion of IP addresses as locators and identifiers in existing application design.
Such design decision often influence the entire source code and, therefore, re-
quire modifications throughout the code of a legacy application when imported
to an identifier /locator agnostic environment.

There are many similarities between the brick concept and the use of shell
commands in UNIX. If bricks could be combined in an easy way similar to shell
commands, with a language designed for this purpose, it would make the brick
concept even more powerful, and simplify the creation of complex networking
applications. Especially important in this context is the existence of a monitoring
framework, which can be assumed to exist on any ANA node, and which allows
easy integration of monitoring operations into a compartment.

As for future work, it consists of two directions of research. First, to complete
testing and integration of the compartment. Second, to further examine the ap-
plicability of the brick concept to application development, by trying to identify
basic functionality that is common to many applications, and how these can be
interfaced via a high-level shell-like language.
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Abstract. Future communication networks will be composed of a diversity of
highly heterogeneous network variants, ranging from energy constrained wire-
less sensor networks to large-scale wide area networks. The fact that the size
and complexity of such networks will experience tremendous growth will even-
tually render existing traditional network management paradigms unfeasible.
We propose the radically new paradigm of in-network management, which tar-
gets the embedding of self-management capabilities deep inside the network
nodes. In this paper, we focus on our framework for in-network management,
which allows management logic to be embedded and executed within network
nodes. Based on a specific use-case of bio-inspired network management, we
demonstrate how our framework can be exploited in a network failure scenario
using quorum sensing and chemotaxis.

Keywords: in-network management, bio-inspired self-management.

1 Introduction

A new management paradigm for the Future Internet is being developed within the
AWARD project, driven by a European consortium under the FP7 research program.
The proposed “In-Network Management” (INM) paradigm leverages on the high
integration of management functions with the network components: management
functions are seen as embedded capabilities, which differ radically from the tradi-
tional design and deployment of management functions as add-on features. The bene-
fits range from increased network autonomicity to reduced cost of integration.

While embedding management capabilities in the network itself is a promising ap-
proach, this level of integration requires well defined functions in the network ele-
ment: the question addressed by this paper is whether the INM paradigm can be
deployed maintaining a certain level of generality and extensibility, which are two
necessary properties of complex management systems.

INM does not bring incremental improvements to existing network functionali-
ties like much of the autonomic community have been following. Instead, INM is
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pursuing a clean slate design for the Future Internet in an attempt to radically redes
ign today’s networks based on novel principles. With this respect, AWARD follows
other similar initiatives of different research communities, like [15, 16]. Nevertheless,
the INM paradigm appears as a hovel paradigm not covered by these initiatives.

This paper introduces our current state of a framework for INM, which follows a
clean-date design approach. It seeks to support the management tasks of the future
Internet, from the deployment to the running of management functions as embedded
management capabilities in the network, to their interaction and collaboration. The
framework will enable network operators to have greater knowledge, make the net-
works easier to manage, and lessen the workload on operators to spend increased time
working with the Operation and Support Systems.

Chapter 2 introduces our INM paradigm. The basic framework components are
discussed in Chapter 3. In Chapter 4, we provide a detailed case study based on bio-
inspired networks to show how the INM framework can be exploited. Related work is
discussed in Chapter 5, before we conclude in Chapter 6.

2 Theln-Network Management Paradigm

In-network management is anovel paradigm that proposes a new approach to perform
management operations in future networks. We recognize that the bottleneck of tradi-
tional solutions is structura to the paradigm of traditional approaches, where man-
agement operations are normally seen as “add-on” features of network devices: first
network functions are deployed in the devices, then management functions are added
to perform FCAPS operations. Reduced scalability, high integration costs, lack of
automation are the first main shortcomings.

The paradigm of in-network management assumes embedded management capa-
bilities, where several autonomous components with management capabilitiesinside a
network element alow for a flexible composition within the same or between differ-
ent devices. Consequently, management operations become strongly localized and
different network elementsinteract based on peer-to-peer techniques.

As the first design milestone, a new definition of a framework is required to sup-
port the newly designed management capabilities. While embedded management
capabilities enable highly localized management functions, a framework is in fact
needed to compose management functionalities and make them work on a large scale.
The objectives of the INM framework will proceed in three directions: keep a low
footprint of the embedded functions in the network elements, enable discovery
mechanisms and support dynamic deployment of management capabilities.

The first architectural element is to which extent we can push management capa-
bilities inside a component. For this reason, we defined different degrees of embed-
ding, which help in guiding the definition of management functions as embedded
management capabilities. The degrees are defined as follows: I nherent management
capabilities are an integral and inseparable part of a functional component’s logic
which cannot be altered. Integrated management capabilities are interna to a func-
tional component, but separable from a functional component's logic. They allow for
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Fig. 1. Example of inherent (left) and integrated (right) management capabilities

paradigms to load management capabilities into a functional component. External
management capabilities are located on another node.

This categorization is an instrument to deploy the INM paradigm while maintain-
ing generality and extensibility. For example, the inherent model can be used to sup-
port protocol-specific congestion control mechanisms and to integrate them into the
management plane of INM, as depicted in Fig. 1 (left). Today, TCP and SCTP have
an inherent congestion control mechanism: a fault management tool requires addi-
tional read operations to monitor several counters from the nodes. We can see the
difference between the traditional approach, where separated management functions
must be put in place after network deployment, contrasted by the INM paradigm,
which is based on a new architecture of embedded management capabilities.

The inherent model introduces a well defined interface to access the embedded ca
pabilities. The integrated model maintains extensibility of a component’s capabilities.
As an example, we show in Fig. 1 (right) how this model can be used.

We believe that this categorization enables a lean and yet extensible software de-
ployment. The next section shows how embedded capabilities can be deployed to
perform more complex management operations.

3 Framework for In-Network Management

The diversity of node types which the proposed framework addresses is extensive.
The design of the framework architecture must satisfy the requirements coming from
both a small sensor node and also a powerful server node. Therefore it must be modu-
lar, in that the most fundamental components or artefacts can be easily exposed and
also that the more high level components can be easily added and extended.

Fig. 2 shows the components which make up the framework architecture. The ar-
chitecture defines a runtime environment in which functional components may be
deployed. Within the runtime environment a number of levels of abstraction are de-
fined that are relative to the amount of capabilities which a functional component
makes accessible to other components and applications. The architecture also defines
specific services which aid the running of functional components and applications.
They are utilities within the architecture and are named InNetMgmt Services.

The InNetMgmt Kernel is a privileged area within the architecture where compo-
nents or services which run here are protected from application interference, in that
access to artefacts inside of the InNetMgmt Kernel is restricted. Security measures
exist when accessing this area of the architecture.
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InNetMgmt Applications

Comprises all the network management applications
including, but not limited to, “in-networkized” FCAPS

InNetMgmt Services
To support InNetMgmt Applications

rotocol layers, etc

onents
ponents

InNetMgmt Packages
Includes optional technology-specific functional addons

InNetMgmt
Kernel

InNetMgmt Framework
The frameworkprovides support for a narrower set of devices

InNetMgmt Platform

The platform provides basic support
(the bare minimum) for a wider set of devices

Underlying Platform
The specific platform the InNetMgmt platform builds upon

Fig. 2. High-level node architecture

3.1 Framework Components

The InNetMgmt Runtime Environment is a container in which functional compo-
nents and, InNNetMgmt Services can execute. The Runtime Environment contains
three layers or levels of abstraction: the InNetMgmt Platform, the InNetMgmt
Framework and the InNetMgmt Packages. These three levels are abstractions of the
most fundamental libraries and capabilities to make InNetMgmt components and
applications run. Additional packages are needed for more advanced functionality
supported by specific device types.

Functional Components are logical entities inside a node that may contain some
management capabilities or the ability to link to management capabilities in order to
participate in the execution of a management function or agorithm. A functional
component can be anything such as a device driver, a protocol layer, a service, or part
of a service. Functional components can be dedicated management components in
that their primary purpose is to execute dedicated management logic. They can also
exist with just functional logic and not have any explicit management logic.

INnNetM gmt Services are utilities within the framework which can take a number
of forms and perform a number of functions. Their primary tasks is to provide funda-
mental support for INNetMgmt functionality, e.g. acommand mediation service which
provides a mechanism which applications can use to issue commands to and receive
responses from functional components. An InNetMgmt service could be used as an
aarm/event publication facility which could be availed of by applications. The devel-
oped InNetMgmt services will be relative to the capabilities of the node itself and to
the features which is supported by the Runtime Execution Environment.

Another task which may be assigned to an InNetMgmt Service is the management
of the functional components. This includes the starting, stopping and management of
dependencies between components.
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The InNetMgmt Services have governance over the node resources in that they
have primary ownership of them, but this may be outsourced to a functional compo-
nent if the necessity arises. INNetMgmt services assist devel opers and network opera-
torsin the deployment of in-network management.

3.2 Functional Component Interface Types

Components interact through a number of interfaces, all depicted in Fig 3. All com-
ponents will expose a supervision interface. This will primarily be used for the pur-
pose of starting, stopping and monitoring of the component. The service interface is
used to expose the functionality relative to the domain which it is representative of.
This interface is used by other functional components and also by applications run-
ning on the same node or running remotely. The management interface is centra to
the INM concept in that it allows for the exchange of management information be-
tween functional components. The management algorithm is embedded into the func-
tional component and this algorithm could be distributed over a number of nodes. The
management interface allows communication across multiple nodes as this is a key
requirement to network management.

Service Interface

Functional Component

Management
Interface

Supervision Interface

Fig. 3. Functiona Component Interface Types

3.3 Management Function Calls

Whether a component or utility service resides in user or utility space depends on the
functionality it contains. The fact that management logic can be running in a compo-
nent in the kernel of a networked node is one of the key features of the INM para-
digm. This gives the possibility to potentially analyze packets passing through the
node and inject new or modified packets back onto the network. In-Network man-
agement does not just provide high abstractions from a network management level, it
enables management at as low a level as possible. Because of the traversal of space,
the framework will provide a bridge which will link the management of components
and services across both user and kernel space.

4 Case Study

Some bio-inspired techniques applied to routing were chosen as the case study be-
cause it highlights the potential which exists by adopting the INM paradigm. The
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proposed framework when complete can avail of these techniques and algorithms as
they can be embedded right down at a very low level within the node.

Our proposed bio-inspired techniques that have been applied to this case study are
based on our biological framework for autonomic communications [11] [9]. In par-
ticular for this case study, we have employed two specific bio-inspired techniques,
including: (i) Quorum Sensing, and (ii) Chemotaxis.

1. Quorum sensing [8] is a mechanism used by cells to coordinate in a distributed
fashion to perform specific functionalities. The process mimics reaction-diffusion
[1] mechanisms of cell self-organisation, whereby cells emit chemicas to the
neighbouring cells. Each neighbouring cell will evaluate the chemical concentra-
tion and determine how much of its own chemical should be emitted into the
environment.

2. Chemotaxis is a specific mechanism of mobility used by micro-organisms, which
works through attraction of chemical field formed within the environment. There
are two types of chemotaxis, which includes positive and negative chemotaxis.
Positive chemotaxis allows the microorganism to get attracted to a food source, for
example, while a negative chemotaxis pulls the micro-organism from a specific
source (e.g. Poisonous source).

4.1 Mapping of Bio-inspired Techniques

In this section we will describe how the two bio-inspired mechanisms described
above will map to the INM resource management process of mesh networks. Large-
scale networks with a large number of nodes will require an efficient mechanism to
support routing and resource management for QoS (Quality of Service), which in turn
will maximise revenues of the operator. Based on our bio-inspired frameworks, the
two techniques have been applied to other networking concepts; chemotaxis to rout-
ing in core wired networks [11] and quorum sensing to ad hoc socia networking
applications [10]. In this case study, we employ the two techniques in a similar fash-
ion to routing in a network failure scenario. An example of each of the two mecha-
nismsisillustrated in Fig. 4.

(a) (b)

Fig. 4. lllustration of Chemotaxis (a) and Quorum Sensing (b) Techniques
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The chemotaxis process allows each node to trandate the resource capacity of the
node in terms of gradient G; (i —node). As the route moves from one node to the next
node, the route moves along the highest gradient from source to destination. This
creates a hop-by-hop route discovery effect as shown in Fig 4 (a). In the event of a
node failure, the nodes will collaborate with each other to invoke traffic prioritisation
(thisis due to the fact that there is not enough capacity to support all diverted traffic).
The collaboration will be based on the revenue abjective of the operators and the
dropping of certain traffic types to maintain a certain level of revenue. The negotia-
tion process and collaboration is based on the quorum sensing mechanism. As shown
in Fig 4 (b), two quorum sensing regions are formed in the network (QR1 and QR2,
based on traffic capacity capability). Since QR2 provides a larger amount of capacity
for the diverted traffic, the gradient is higher, leading the diverted traffic to move to
QR2.

It isinteresting to verify how these embedded capabilities can be actually accessed
and controlled by an operator. While communication between nodes can be accom-
plished with peer-to-peer techniques', the composition of embedded capabilities and
their linkage to an operator’s objectivesis a crucial design aspect of INM. Following
the architecture principles of Fig 2, a point of attachment with the operator can be
deployed as an INM application, attached to the kernel.

This application would then be responsible to retrieve the objectives and dissemi-
nate them in the network. Only one node is required to deploy this application, be-
cause each node is responsible to disseminate the behaviour inside the network in a
P2P fashion. It should be noted that this is different from other approaches, where a

= |

Point of attachment

Routing Functional Component

‘ o
InNetMgm i £
Kernel R

Hardware

EH
Bl — BRI~ BEC

Fig. 5. Inclusion of embedded bio-inspired capabilities with an operator’ s objectives

! Following the INM paradigm, it is under discussion in 4WARD whether such p2p communi-
cation should occur in-band or out-band.
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policy server is required to trandate objectives into a set of atomic operations and
enforce them to all the devices.

Fig. 5 shows additionally how the bio-inspired techniques of Chemotaxis and Quo-
rum Sensing would be deployed within the INM framework as embedded manage-
ment capabilities. The primary interface which would be used by the modules is the
management interface. It is through this interface that the gradient will be diffused
between nodes and also the negotiation and collaboration process which is necessary
to realize both algorithms.

Since the presented use case deals only with routing objectives, an interesting as-
pect and open question for the future architecture is to which extent different embed-
ded management domains can be composed together. When different use cases are
deployed together, trandlation of the objectives for different embedded capabilities
becomes more complex.

4.2 Scenario Description

For the purpose of testing the assertions related to bio-inspired mechanism, we cre-
ated and carried out tests on a wireless mesh network. We considered the network
performance in a scenario to manage traffic flowing over a network and we compared
conventional network technologies against a bio-inspired optimization technique.

The network represents that of an operator providing services to connected clients.
The client pays for a data service and value-added services from the operator such as
multimedia (on-demand TV). We refer to a wireless mesh network, because thisis the
technology requiring advanced management capabilities in future deployments. The
same considerations are also valid for fixed networks, like routing in an optical ring
within a metropolitan distribution network. We assume two QoS levels: (i) Multime-
dia (higher revenue), (ii) Data (lower revenue).

The test bed isillustrated in the Fig. 6. Its composition is designed to demonstrate
the scenario with the minimum complexity, while demonstrating steady state condi-
tions after a fault. For this reason, while we are testing on a mesh network, the link
configuration implies that node A and C must communicate via the intermediary
nodes of B and D.

The Source was connected to node A, and the Destination to node C. Both data
streams commenced at the Source to the Destination over the wireless network.

Source

Fig. 6. Test bed setup for the reference scenario
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*Rul e*:
{ CommpnNane " NodeDown"}

Event s
{Name "Connecti vityChangeEvent",
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Fig. 7. Bio-inspired mechanism triggered through aRule

An Optimized Link State Routing (OLSR) stack was used to configure the routes
on the wireless nodes. The stack is based on the Python scripting language, which
alows usto quickly embed management capabilities.

In fact, the bio-inspired fault recovery is triggered through a node down event, de-
scribed in Fig. 7. This rule was implemented via the Python scripting language.

The test-case shows how a management capability can be embedded inside a node.
The parameters to be configured (the TrafficWeights of Fig 8) can be accessed
through the internal management interface supported by the architecture and used by
any application deployed on top, like atrandator of objectives.

The steps for testing each scenario are detailed below. Phase 1 represents the nor-
mal operation of the network, where traffic uses the capacity of the entire network to
alow the data streams to cross, Fig. 6. In phase 2, Node D encounters a failure; there-
fore a portion of the traffic must be diverted to node B.

Each node's physical hardware is a Ubuntu Linux 7.10 Server-based mesh node,
consisting of the following: Mini ITX PC with two Atheros-based [17] wireless net-
work interfaces. For the OL SR testing, the Python-based pyOL SR stack was used.

4.3 Results

The results in Fig. 8 show the traffic trace that is collected at the destination. In the
conventional scenario using the OLSR mechanism, the traffic re-routes with no
awareness of traffic prioritisation. Fig 8 shows the OLSR-based routing traffic has a
reduction of total bandwidth, not taking into consideration the different traffic types,
multimedia and data. Fig. 9 shows the effect of the bio-inspired quorum sensing
mechanism. As depicted, the quorum sensing technique diverts the correct proportion
of multimediatraffic through to node D, after the failure

This is because of the negotiations between node A and B, to allow a certain level
of revenue to be maintained by prioritising the multimedia over the data traffic.

Based on this model, we can observe the totals of delivered traffic. Asisvisiblein
Fig. 10, it is evident that the gradient on the Conventional Packet Count is not as steep
as the gradient on the Bio-Inspired Packet Count. This indicates better performance by
the Bio-Inspired method even after the link failure marked at time 210 on the graphs.
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5 Related Work

The authors of [6] distinguish management approaches by the organizational model,
structured into centralized, weskly distributed and strongly distributed approaches.
This model is helpful in a coarse categorization of paradigms in network management
and to distinguish between traditional and more comprehensive approaches. The
general trend is for network management to evolve towards strongly distributed para-
digms and to provide more automation of management. However, only a few archi-
tectural and project-related solutions exist that provide a general and comprehensive
approach to autonomic network management.

The FOCALE system presented in [3, 12] is characterized by a high level of auton-
omy, in that human interaction is only foreseen in the definition of business goals.
However, the system is very complex and therefore difficult to understand in case
of unforeseen failure of the management system itself. The same weakness affects
the ASA architecture [13]. Although it is a generic architecture, which encompasses
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different abstraction layers and heterogeneous resources, it is characterized by a high
level of complexity. The goa of an INM solution is rather the design of an autonomous
system which keeps simplicity and flexibility to the fore, and provides a balanced level
of autonomy with abstract interfaces..

Other network management architectures have been proposed, which focus on spe-
cific network environments (e.g. MANNA [7] in WSNs, Madeira [14] in P2P). How-
ever, their impact is limited to their target environment and their lack of generality
doesn’t address the requirements of a heterogeneous environment.

The Autonomic Network Architecture (ANA) project described in [5], [4], [2] has
looked at developing a novel network architecture beyond legacy Internet technology
that can demonstrate the feasibility and properties of autonomic networking. The
problem field addressed by ANA is somehow close to the topics addressed in
the INM model of 4WARD: they both aim at increasing the level of automation into
the network and they follow a clean date approach. Nevertheless ANA should be
regarded as a generic architecture for autonomic devices, while INM leverages on a
tight coupling of management functions with the services deployed on a device, like
virtualization of resources or generic paths.

6 Conclusion

This paper proposes a new paradigm for the integration of management functions
with its network components. The INM concept focuses on the embedding of man-
agement capabilities in al nodes and the potential which can be achieved with these
management capabilities collaborating with each other. The current state of the INM
framework is introduced. The framework must satisfy a diverse number for require-
ments but it will become a key component in the realisation of INM. A case study
which looks at applying bio-inspired algorithms as low level routing techniques is
investigated. This case study highlights the immense potential of the embedding of
management capabilities at a low level in the nodes. Deployment of these manage-
ment a gorithms is shown with respect to the proposed framework.
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Abstract. A strategy-tree is an abstraction that encapsulates and re-
lates multiple strategies for achieving a high level directive. Policies rep-
resent the expression of how a strategy is to be implemented (i.e., what
to do under a set of implicit assumptions). An architecture, based on a
strategy-tree, is presented that monitors the effectiveness of the active
policy set at achieving various directives, and is able to dynamically
change strategy (policy set membership) in response to poor perfor-
mance. An initial prototype is introduced and a simulation is discussed
demonstrating the promise of this approach.

1 Introduction

A policy can be understood to represent “...any type of formal behavioural
guide” that is input to the system [I]. This implies that service level agreements
(SLAs), business objectives and business rules can all be considered as policies.
SLAs codify an agreement between a service provider and client about what
the provider is responsible to provide to the client. Business objectives can be
understood as constraints on business metrics (i.e., increase profit by five percent
per quarter). Business rules are used to guide the decision making process during
operation i.e., how to allocate resources to gold and silver service clients during
contention. Previous work showed how policies from separate sources can be
related [2].

Little work has been done on evaluating the efficacy of the policy sets be-
ing used for management. For example, a data center provider hosting multiple
application environments of various service classes may have a high level objec-
tive to increase quarterly profits by five percent. A policy that may be among
those deployed to achieve this objective is the following: Always favor gold class
application environments when considering re-allocation of resources to clients
per management cycle. Underlying the polices that describe how to treat various
application environments are implicit assumptions. For instance, one assump-
tion may be about the high expected loyalty of bronze application environment
customers. However, should this assumption prove false and if gold application
environments starve out bronze application environments for extended periods
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of time, a negative impact may be felt by the data center provider with regards
to achieving its higher level objective.

The case of an ISP providing DiffServ to its clients is also worth consider-
ing in more detail. Assume the following policy is among those deployed: Gold
class traffic is guaranteed 15% of total bandwidth. Underlying the policies that
describe how to treat the various traffic flows (i.e., gold, silver, bronze) are im-
plicit assumptions. For example, the ISP provider may assume that there will
always be some minimum amount of gold class traffic. However, in a scenario
where unexpectedly gold traffic does not exist while simultaneously an overload
of bronze traffic occurs, the withholding of 15% of bandwidth for non-existent
gold traffic may have a negative impact on ISP profit. Specifically, not only is
the available bandwidth not being utilized but non-gold traffic will potentially
experience degraded service.

To address this limitation in current approaches, strategy-trees are introduced.
A strategy can be defined informally as “...a plan designed to achieve a par-
ticular long-term aim” [3]. Strategy-trees are an abstraction that encapsulates
and relates multiple strategies for achieving a high level directive. Since a policy
set is the expression of how a strategy is to be implemented (i.e., what to do
under a set of implicit assumptions) a strategy-tree assumes that multiple policy
sets have been designed for achieving a high-level objective under various sets
of assumptions.

After design of the strategy-tree, and the binding of policy sets to the leaf
nodes a mechanism is provided to monitor the run-time performance at various
temporal granularities and to utilize this feedback of perceived achievement or
lack thereof with regards to various directives, to inform decision making with
regards to maintaining or switching strategies dynamically. Put another way, the
efficacy of active policy sets can be monitored and evaluated at run-time and
policy set membership (as it relates to an entire strategy for achieving a high
level directive) can be altered dynamically as necessary in response to observed
performance.

The paper is organized as follows. Section Pl introduces a scenario which is
used throughout the remainder of the paper. Section [B] presents details of the
formal semantics of strategy-trees. SectionFlintroduces an architecture. Sectiondl
presents a prototype and discusses pertinent implementation details. Section
describes a simulation. Section [ describes related work. Section [l concludes
with a discussion and a consideration of future work.

2 Scenario

In order to better describe strategy-trees and the usage of strategy-trees for
management the following scenario is presented and referred to throughout the
remainder of this paper. Consider a data center, with two registered clients,
managed using the policy-based management (PBM) framework presented pre-
viously in [452]. Client applications are registered with the data center provider.
An application environment is the physical set of hardware allocated to that
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application. Every hour, a periodic review occurs at which time the Global Per-
spective Manager (GPM) polls all Application Environment Managers (AEMs)
about their future resource needs. Then, based on multiple policies from several
sources, a global optimization model is constructed and solved defining resource
allocation for the following period which are then applied to the application
environments.

The first application environment (AE;) has registered for a best-effort class
of service as defined in its SLA with the provider. The second application en-
vironment (AEs) has registered for an enhanced gold class of service as defined
in its SLA with the provider. AE; has the following SLA details (this is a brief
excerpt of several pertinent service level objectives (SLOs) from the SLA). AE;
is in class 1 and this implies that the application environment is willing to pay
one monetary unit per requested machine per management cycle for any ma-
chine provisioned to it in addition to the minimum number negotiated, tier 0
has a minimum guaranteed number of servers of 2, tier 1 has a minimum guar-
anteed number of servers of 3 and tier 2 has a minimum guaranteed number of
servers of 3 as well. AEs has the following SLA details (this is a brief excerpt
of several pertinent SLOs from the SLA). AE; is in class 0 which implies that
the application environment is willing to pay two monetary unit per requested
machine per management cycle for any machine provisioned to it in addition to
the minimum number negotiated, tier 0 has a minimum guaranteed number of
servers of 2, tier 1 has a minimum guaranteed number of servers of 4 and tier 2
has a minimum guaranteed number of servers of 4 as well.

3 Formal Semantics of a Strategy-Tree

A strategy-tree is a directed acyclic graph ST = (V, E) composed of a set of
vertices V and a set of edges E. Each vertex v;eV represents a node in this
strategy-tree. Each edge e;eF represents a relationship between nodes. Nodes
can be one of three node types: a directive type, an AND type or an OR type.
Directive type nodes encapsulate a goal on achieving some value for a metric
(values for multiple metrics). This metric could be as simple as a technical metric
(i.e., throughput) or as complex as a business metric (i.e., increase in profit by
5% per quarter). AND type nodes aggregate a set of child nodes at a specific
depth. OR type nodes are used as choice points within a strategy-tree allowing
for the selection of only one child node out of at least two. This is discussed in
more detail in Section

All nodes have an associated quantum attribute (denoted by node.quantum).
The quantum attribute value of a parent node should always be greater than or
equal to the associated quantum attribute value of any of its direct child nodes.
In practice parent-node.quantum modulo child-node.quantum should be equal to
zero (the reason for this will be explained in Section [B33]). The directive type
nodes have in-degree of one and out-degree of one or zero. The AND and OR
type nodes have in-degrees of one and out-degrees of n such that n > 2.
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Fig. 1. (a) The strategy-tree defined for the case study. Two strategies are defined S;
(0,1,2,4,5) and S2 (0,1,3,6,7). Circles represent directive type nodes, triangles represent
AND type nodes and upside down triangles represent OR type nodes. (b) A chart dis-
playing the various quantum attribute values for the nodes indexed in the strategy-tree.

A strategy-tree must contain at least one OR type node and at least three
directive type nodes (this is referred to as a minimum strategy-tree). This is
necessary because one of the main purposes of a strategy-tree is to encapsulate
multiple strategies and in order to have different strategies an OR type node
is needed to provide alternatives. The root must be of directive type node and
all leaves must be of directive type node as well. Every edge e; in a strategy-
tree is directed and connects two vertices such that a vertex v; at depth n is
connected to a vertex v; at depth n+ 1. There are no self-loops and there are no
multiple edges from any vertex v; to any other vertex v;. As long as the root and
terminus nodes are all directive type nodes, any internal combination of nodes
is acceptable.

The strategy-tree, Fig. for managing the data center in the scenario has
as its highest-level directive, node 0, which specifies the following: In a 168 hour
period daily directives should have been met greater than 50 % of the time (i.e.,
greater than 3/7 times). The four remaining directive nodes are leaf nodes and
specify the following directives. Node four: SLA minima must be met for each
application environment per management cycle. Node five: Fach management
cycle, at least 50 % of all dynamically requested resources should be allocated per
application environment. Node six: SLA minima must be maintained for each
application environment per management cycle. Node seven: Fach management
cycle, at least 50 % of all dynamically requested resources should be allocated to
each class 0 application environment.
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3.1 Strategy

Definition 1. A strategy specifies one possible way of achieving the highest level
directive (i.e., root node of the strategy-tree).

The strategy-tree, Fig. for managing the data center in the scenario is com-
posed of two strategies. The first strategy, S; is composed of nodes (0,1,2,4,5).
The second strategy, So is composed of the nodes (0,1,3,6,7). A strategy-tree is
defined as ST = (V, E) where V.= AU O U D such that A represents the set
of AND type nodes, O represents the set of OR type nodes and D represents
the set of directive type nodes. A strategy = (V’, E’) is defined such that the
following properties hold: (i) The root node reV of the ST is an element of the
strategy such that reV’; (ii) A strategy consists of the nodes V' = (A’,O’, D’)
such that A’ C A, O’ C O and D’ C D; (iii) The set of leaves L. C D’ such
that | L |> 1 and VieL the out-degree of | = 0; (iv) Every child of an AND type
node neA is included in a strategy; and (v) One child of an OR type node neO
is included in a strategy.

Theorem 1. A strategy-tree has at least n+ 1 possible strategies where n is the
number of OR type nodes (An inductive proof on the number of OR type nodes
in a strategy-tree is omitted due to space limitations).

3.2 Policies

Policies are bound to the leaf nodes of the strategy-tree. The following are the
policies (stated informally) under which the GPM functions when strategy S is
active. Policy 1. If an application environment sends a Node Down Event (NDE)
to the GPM then the GPM should replace the node immediately from the resource
pool if there are enough resources available. Policy 2. An application environment
should always have more than or equal its minimum number of servers per tier.
Policy 3. If an application environment requests resources at a periodic review
and if resources are available then fill the request. Policy 3 is switched to 3’ in the
event that Ss is the active strategy. The implication is that 3 and 3’ are bound to
nodes 5 and 7 respectively. Policy 3’. Satisfy gold class application environment
requests for resources before other resource requests.

3.3 The Quantum Attribute of a Node

In order to be able to utilize strategy-trees for management purposes there are
three important operations that must be facilitated: (i) It must be possible to
monitor and determine whether a directive is being met; (ii) The values of lower
level nodes must be able to be passed up the strategy-tree and used at a higher
levels; and (iii) Informed decisions about whether to continue using a given
strategy or whether to switch must be able to be specified. The node’s quantum
attribute value is used to specify when these operations should be performed.
The Management Time Unit (MTU) represents the finest granularity of record-
keeping with regards to management function that the underlying management
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system is capable of recording. A node’s quantum attribute value acts as an integer
coefficient on this MTU value. For example, the PBM framework being used in the
data center scenario has a periodic review function that occurs once every hour;
therefore, the MTU value is one (i.e., representing one hour). The table presented
in Fig presents the quantum attribute values for each node in the strategy-
tree presented in Fig

Nodes two through seven have quantum attribute values of one. This implies
that an evaluation must be made hourly as to whether or not each directive is
being met. Node one has a quantum attribute value of 24 and so its directive’s
satisfaction is only checked once every 24 hours. Finally, satisfaction of node
zero’s directive is checked once each week.

For example, consider that Strategy S is the active strategy in the data center
management scenario. Every hour the directives encapsulated by both leaf nodes
(nodes four and five) with quantum attribute values of one must be evaluated.
Specifically, an evaluation must be made as to whether SLA minima are being
met for each registered application environment (AE; and AEs) and whether
each application environment has received 50% of all dynamically requested
servers. Since a directive is either met or not met a boolean value can be used
to signify the result of evaluation of the node. As the parent node, in this case is
an AND type node (node two) a boolean and operator is applied to the results
passed up to it by nodes four and five in order to determine what value should
be passed up to its parent node one.

The evaluation of the leaf node directives and the subsequent pushing up of
results is repeated 23 more time at which point an evaluation as to whether the
directive specified on the set of 24 hourly directives has been met is made. A
decision to maintain or switch the strategy must be made as well (choice points
are discussed in much greater detail in Section F3). The satisfaction of node
one’s directive is passed up to node zero and the strategy is either maintained
or a switch to So occurs. If a switch occurs then a change is made in the policy
set.

4 Architecture

This section describes an architecture that utilizes feedback on the effectiveness
of policy sets on achieving specific directives as defined in a strategy-tree. Mon-
itoring the run-time effectiveness of the directives encapsulated by the nodes in
the active strategy allows for selection of alternative paths in the tree to be made
dynamically leading to automated changes in utilized policy sets (i.e., dynamic
changes in strategy).

4.1 Management Database

In order to monitor higher level directives through potentially complex patterns
of system attainment of various metrics (i.e., monitoring the number of gold
class application environments with SLA violations while also considering the
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increasing trend in the number of bronze application environments being regis-
tered weekly for four weeks) a management database (MDB) must be maintained
that is able to (a) collect run-time information about achievement or failures with
regard to achieving various directives at some minimum temporal granularity (b)
to provide data mining potential to the system in order to facilitate informed
feedback decisions and strategy management during operation.

4.2 Visualizing a Strategy-Tree

A mechanism for specifying strategy-trees is necessary. While a specification
language is one possible approach, the structure and relationships among the
various nodes of a strategy-tree are well suited to a graphical representation.
A graphical editor for describing a strategy-tree would need to represent the
various node types in a simple distinguishable manner. For instance, directive
type nodes might be represented as circles, AND type nodes as triangles and OR
type nodes as upside down triangles. Further, it would be helpful for such an
editor to highlight the current active strategy by coloring the nodes a different
color from the rest of the hierarchy. Finally, it might prove useful to present other
information about the various nodes in a table beside the graph of the strategy-
tree in order to maintain an uncluttered representation of the hierarchy.

4.3 Strategy-Tree Nodes

As previously discussed in Section Bl there are three types of nodes in a strategy-
tree. Leaf nodes must have a mechanism for passing directives to the underlying
policy based management (PBM) system (i.e., adding / removing constraints
from a global optimization model). Further, all nodes must maintain a results
list to be able to keep track of the satisfaction of their child nodes. Recall, that
a boolean result is passed up from a node to it’s parent each time the logic
encapsulated by the node is evaluated. Also, every node must have a boolean
variable active which is set to true when the current node is a member of the
active strategy and set to false when it is not.

A SAT-element is an administrator defined mechanism for evaluating whether
or not a directive, as encapsulated by a node, is being met. This is achieved
in multiple ways: for directive type nodes, logic can be specified that includes
querying (and in more advanced cases mining) the MDB in order to determine
the success or failure of achieving the encapsulated directive. For OR type nodes
an examination of the results list may be used in combination with queries to
the MDB. While in the case of an AND type node, the result of the application
of a boolean and operation to the values maintained in the node’s results list
(i.e., results of its child nodes) is all that is required.

A DEC-element is an administrator defined mechanism for evaluating whether
to maintain or switch the current strategy and, if a change is needed, to which
strategy this switch should be made. It should be pointed out that a switch in
strategy refers only to the portion of a strategy below the current OR type node
in the strategy-tree. DEC-elements are only associated with OR type nodes.



Strategy-Trees: A Feedback Based Approach to Policy Management 33

OR type nodes act as choice points (a similar idea is presented in [6] which
refers to variation points) as they denote a locus for choice between separate
strategies in a strategy-tree. A DEC-element should determine whether or not
to switch strategies based on the current strategy which is demarcated by the
active child of the current node, information obtained through queries of the
MDB and possibly the current node’s results list.

It is important to point out that changing strategy is more complicated than
simply choosing a different child node. Specifically, the paths between a given
node and leaf nodes may include OR type nodes. This implies that the admin-
istrator needs to design the selected strategy with care.

Node one, from Fig is the only choice point in the strategy-tree presented
for the data center management scenario; therefore, it has both a SAT-element
and a DEC-element defined for it. The SAT-element for this node simply ex-
amines its results list and if less than 13 of the 24 entries are true it returns
false otherwise it returns true. While this SAT-element is similar to the other
previously defined SAT-elements, the DEC-element is not. Specifically, choice
points provide a locus for expert decision making code to be run. The following
sections describes two possible alternative versions of the DEC-element defined
for node one. Both following sections refer to Fig. when referring to
indexes.

Basic Approach. If the current active strategy is S; and the SAT-element for
node one returned false, implying that greater than 50% of the current node’s
results list elements are false then the current strategy should be switched to
So. However, if the SAT-element returned true, then the strategy should be
left unchanged. Conversely, if the current active strategy is Sq and the SAT-
element for node one returned false, implying that greater than 50 % of the
current node’s results list elements are false, then there is no reason to consider
switching back as this strategy is much more greedy already. However, if the
SAT-element returned true it is time to switch back to S;.

Refined Approach. This second example considers a more nuanced approach.
If the current strategy is S; and the SAT-element for node one returned false,
implying that greater than 50% of the current node’s results list elements are false
before switching to the alternative strategy, this DEC-element would examine
the previous epoch (i.e., the set of MTU increments since its last evaluation) to
determine if there had been a sequence of five or more failures to any class 0
application environments. This added check is based on the premise that if only
class 1 application environments are suffering degraded service then there is no
reason to switch to one that favors class 0 application environments. However,
if this is found to be the case then a switch to strategy So is performed. In the
event that the SAT-element returned true then no change is required and so the
current strategy is maintained.

If the current strategy is So and the SAT-element for node one returned false,
implying that greater than 50% of the current node’s (i.e., node one’s) results
list elements are false, then the current strategy has not improved performance;
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however, since no benefit will be gained through switching back to the best-effort
approach the current strategy is maintained and it will be left up to a higher
choice point (i.e., not presented in this paper) to change the current approach
upon its evaluation later. If the the SAT-element returned true, before switching
back to the S; strategy this DEC-element ensures that there have been no failures
to class 0 environments in the preceding epoch. If this is the case, then a switch
to the alternative strategy is performed, otherwise, switching is deemed to risky
and the current strategy is maintained.

4.4 Algorithm

The architecture at present is composed of several individual pieces. The in-
teraction of the pieces is encapsulated in and coordinated by the evaluate Cur-
rentStrategy algorithm that is described in this section. It is intended that this
algorithm will be called by the underlying management system each time the
MTU is incremented. For the data center management scenario, the GPM would
call this algorithm at the completion of each periodic review.

The algorithm evaluate CurrentStrategy, is presented in Fig.[2l When the algo-
rithm is executed, all nodes in the currently active strategy are examined, from
leaves to root (hence the call to buildActiveList on line 2 in the algorithm) and
when the currentMTUlIncrement value (passed in to the algorithm) modulo the
current node’s quantum attribute value is equal to zero, the node’s associated
SAT-element is executed.

The execSAT algorithm, which is called on line 6, is used to encapsulate the
execution of a node’s SAT-element. For the AND type nodes this simply involves
applying a boolean and operation to the values of the node’s results list (this
results in a boolean result of true or false). Otherwise, an evaluation is made as

1: procedure EVALUATECURRENTSTRATEGY (strategy-tree,currentM T Ulncrement)
2 active[] «— buildActiveList(strategy-tree)

3 names|]

4 for all nodes n € active[] do

5: if currentMTUIncrement mod n.getQuanum() = 0 then
6 boolean b « execSAT(n)

7 n.addToParentsResultsList(b)

8 if n.type = OR then

9: names < execDEC(n)
10: strategy-tree.switchStrategy (names, n)
11: end if
12: n.clearResultsList()
13: end if
14: end for
15: return

16: end procedure

Fig. 2. Fvaluatecurrentstrategy is the main control loop algorithm that is called each
MTU increment (i.e., by a management cycle) by the underlying management system
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to whether or not this encapsulated directive is being achieved (resulting in a
boolean result). For an OR type node this is also done; however, as it is a choice
point the logic is concerned with determining whether or not performance is as
expected. Regardless of the type of node, the result of the call to execSAT is
then passed up to the parent of the current node, line 7. Next, if the current
node is an OR type node then a call to ezecDEC is invoked.

The execDEC algorithm encapsulates all decision making with regards to mod-
ifying strategies. Inside this algorithm, the DEC-element of the node is executed.
What is returned from execDEC is a list of names that identify any choice point
(including the current node) and the name of the direct child to include in the
current active strategy. The logic for determining why one choice is taken over
another is unique to each environment and situation and a thorough analysis and
understanding of any environment should underpin this decision making and be
based on experience and experimentation. Changes in strategy imply changes in
the policy set being used.

5 Prototype Implementation Details

The strategy-tree graphical editor prototype is written in Java and utilizes graph-
ing capabilities provided by the JUNG [7] library. SAT/DEC-elements are as-
sumed to be created as java classes and placed in the PATH of the running
system in the directory satdecclasses. SAT and DEC-element classes are run
through use of reflection in Java (instantiation is performed based on naming
conventions for the classes).

The database used to implement the MDB is Derby. A package was defined
called mdb that provides a simplified set of methods to facilitate querying and
writing to the MDB. Currently only the GPM writes to the MDB while SAT
and DEC-elements read from it to inform their function.

6 Simulation

A simulation, based on the scenario presented in Section [2 and referred to
throughout the previous sections, was run using the strategy-tree presented in
Figs. and All SAT-elements and DEC-elements were implemented as
Java classes and stored in the correct directory. A set of entries was written to
the MDB in order to test the functional aspects of the prototype. These entries
included resource requests that would lead to contention and eventual SLA vi-
olations so that the evaluation of the strategy S; would fail after 24 iterations.
The evaluateCurrentStrategy algorithm switched to So from S; in response to
this scenario as expected.

7 Related Work

Much work has been done on policy refinement and policy hierarchies [8,9,
10,11,12]. While these concepts are related to this work, they are orthogonal.
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Specifically, strategy-trees are not concerned with how the policy sets are derived
or with whether they are complete and conflict free. Rather, what is considered
is whether the set of policies being used to manage a system is working effec-
tively and if not, how to adjust the strategy (and thereby the set of policies)
dynamically at run-time.

Goal-Oriented requirements engineering techniques have been applied by [6] to
facilitate the semi-automation of high-variability business process configuration.
Different business process configurations are generated based on degrees of satis-
fying soft goals and the relative rankings assigned to these goals by stakeholders.
This work is focused at a high level of abstraction, ignores policy considerations,
and is less dynamic and flexible than the strategy-tree approach.

8 Discussion and Future Work

Strategy-trees present a feedback based approach to management that is con-
ceptually related to the MAPE-k approach of [I3]. The architecture, presented
in Section Fl monitors the effectiveness of policy sets to achieve various direc-
tives, through the use of SAT-elements over multiple time-scales, and facili-
tates the dynamic modification of policy set membership, through execution of
DEC-elements at choice points in the strategy-tree. A prototype was described,
Section [0l that allows for the graphical design of the strategy-tree and an imple-
mentation of the algorithm, evaluateCurrentStrategy was demonstrated to func-
tion correctly in a simulation presented in Section

While much remains to be done, particularly on the validation front, the
initial results have been encouraging. Our next steps will involve plugging this
prototype into our PBM architecture [52] and affecting changes on the policies
actually being used by the optimization model builder and solver module in the
GPM (based on changes to strategies).

The prototype currently requires an administrator to create the SAT and
DEC-element classes from scratch; likely this will be at least semi-automated in
the future (i.e., automatically generated stubs).

Extension to the MDB functionality will also be explored. Specifically, while
we are applying a degree of temporal reasoning onto our evaluations through
use of a results list, actual machine learning techniques might prove interesting
to explore for longer term strategic decisions and for making more nuanced
decisions in various DEC-elements (i.e., at choice points).

Another point that has come to our attention as we developed the strategy-
tree approach involves the potential utility of constraints on the structure of a
strategy-trees. For example, consider whether it makes sense to allow an OR
type node to have as its parent a directive type node which both share the same
node quantum attribute value. Presently, we leave it unconstrained; however,
this requires more thought and will be explored in the future.

Separating the logic, at OR type nodes, into SAT-elements and DEC-elements
was intentional. The reasoning that led to this choice is as follows. Whether a
strategy is working is a decision that has no bearing on whether or not the
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current active strategy is to be maintained. Specifically, the determination of
success or failure is informational only to the parent of this node while a change
in strategy is only relevant to the descendants of the current node.
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Abstract. The effective modeling, execution and maintenance of busi-
ness and operations processes, such as those described by the eTOM
process framework, is of utmost importance to Telecom organizations, es-
pecially those transitioning toward NGN infrastructure. Many Business
Process Management Systems, BPMS, available today however are sig-
nificantly restricted in their support for intuitive and expressive process
models, run-time process agility and rapid process adaptation to cope
with changing business and operational conditions. This paper discusses
a means of mitigating these limitations with a highly expressive goal-
oriented process management language, GO-BPMN, and innovative au-
tonomic BPMS called LS/ABPM. Together, GO-BPMN and LS/ABPM
offer an intuitive, business-driven path to creating directly executable
goal-oriented process models whose structure encodes multiple degrees
of freedom through the potential for late decision-making. Executing
models can be structurally modified in real-time in response to auto-
nomic feedback from underlying systems they are managing.

Keywords: business process management, next generation networks,
autonomic goal-driven process navigation, service provisioning, eTOM.

1 Introduction

The implicit objective of Next Generation Networks, NGN, is to facilitate the
provisioning of rich media services to the telecoms customer with short lead times
and at low cost to both provider and consumer. Indeed, the widespread prolifer-
ation of low-cost bandwidth and equipment is now readily facilitating the entry
of many new service providers the majority of which need to provision their ser-
vices through established operator infrastructure. This naturally presents huge
business potential, but only if operations can be handled effectively, i.e., safely
and flexibly, at the business process level [I].

In this perspective, business and operations processes, such as those specified
by the eTOM framework [2], describe how telecommunications operators and
service providers should perform their daily business to, amongst other things,
ensure business continuity, consistency and business-level interoperability. These
processes are typically put into practice using Business Process Management

S. van der Meer, M. Burgess, and S. Denazis (Eds.): MACE 2008, LNCS 5276, pp. 38 2008.
© Springer-Verlag Berlin Heidelberg 2008
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Systems, BPMS, which realize and administer a set of often diverse business
processes involving people, organizations and technologies.

The major problem is that most contemporary BPMS solutions rely on well-
understood, but inherently static and visually anaemic approaches to process
modeling and execution. These approaches are often significantly inadequate
when addressing the intrinsic flexibility and responsiveness to change required
by many business processes like for instance service activation, service change
management, new product assembly, procurement and supplier integration.

In particular, many of these processes face a significant level of run-time un-
certainty and require process flexibility to cope effectively with changing business
requirements and conditions. The primary reason for this is that most process
models must be defined at design-time, rather than determined in real-time, i.e.,
at run-time. This implies that they can become bloated through the necessity of
coding-in all possible options at design time due to the inability to change dy-
namically once in execution, convoluted through variation in the complexity and
unpredictability of process structure, and brittle through an inability to adapt
to real-time changes in business or operational deployment-specific conditions.

In response we propose an innovative agile business process navigation ap-
proach employing goal-oriented autonomic process management [3]. The ap-
proach targets the known limitations of contemporary BPMS by producing di-
rectly executable goal-oriented process models whose structures encode multiple
degrees of freedom for late decision-making. The goal-oriented formalism cre-
ates a clean separation between statements of desired system behaviour, and the
potential means to achieve that behaviour, encoded as plans. This approach is
directly related to policy-based management of telecoms systems in that poli-
cies can both constrain decision points leading to goal satisfaction and/or be
enacted through a process task taken toward achieving a goal [4]. In the former
respect, predefined policies are used to control process execution by acting as
conventions expressing constraints on goal directed decision points in the pro-
cess model. In the latter respect, tasks can be linked to policy engines inducing
a particular policy to become active in accordance with process expectations.
Although not within the scope of this paper, we are currently investigating the
integration of our approach to goal-oriented BPM with autonomic policy based
network management [5].

Thus autonomic goal orientation offers a transition from design-time defined
processes to real-time determined processes. The Goal Orientation aspect of-
fers a powerful, visually intuitive method of modeling and executing processes
accessible to business managers and process analysts alike. Processes are de-
scribed as goal hierarchies, with every leaf goal linked to one or more plans
describing that part of the overall process to be executed in order to achieve the
goal. Because plans can be selected at run-time, flexibility is built-in to the pro-
cess structures allowing workflows to be altered safely in real-time without any
need for halting or re-starting the overall process. Moreover, Autonomic BPM
builds on goal orientation to offer process responsiveness to change by creating
feedback loops not only between the process engineer and the process model,



40 M. Calisti and D. Greenwood

but also between the underlying systems (human or computational) affected by
the process tasks. This allows executing goal-oriented process structures to be
structurally adapted in real-time in response to autonomic feedback from the
underlying systems they are managing.

The remainder of this paper is organized as follows. Section 2 describes the es-
sential principles of our goal-oriented autonomic process modeling and execution
approach. The Living Systems Autonomic Business Process Management Suite,
LS/ABPM, which realizes this approach, is then presented and an overview of its
core components is given in Section Bl By focusing on a typical NGN composite
service provisioning use case, a concrete case model is then proposed in Sec-
tion [ This aims to show how GO-BPMN can be adopted in the NGN context
as a powerful and intuitive notation for business processes modeling and exe-
cution to empower business decision makers and IT administrators at different
levels. On the other hand, this hopes to stimulate discussion, as summarized in
Section Bl about which specific business process modeling and execution aspects
might need to be further developed /refined to properly address the specific needs
of increasingly dynamic NGN.

2 Goal Oriented Autonomic Process Management

In day-to-day business operations, it is quite natural to set goals, decompose
a goal into sub-goals, define or reuse plans, and routinely track and check the
execution of chosen plans in order to detect problems as they occur (or even
better before they do), and to take appropriate actions [6].

On the other hand, todays dominant process management approaches focus
almost exclusively on procedures. The concept of what the procedure is meant
to achieve, and why, typically remains implicit in the mind of the humans who
designed it. Because of this, the increase in process management automation
that occurred with the increasing availability of BPM systems has also shifted
the focus away from goals and plans in favour of procedures.

The consequence is that processes have become more efficient in execution
but more rigid in structure. To support efficiency without sacrificing agility we
propose that goal-orientation be placed at center stage.

2.1 Goals and Plans

Using a goal-oriented approach separates the statement of desired system be-
haviour, from the possible ways to perform that behaviour. A desired result is
described by achievement conditions to make true and as maintenance invariants
whose violation must be avoided: achieve goals and maintain goals, respectively.

The possible ways to obtain a result are represented by plans. These are es-
sentially process graphs decorated with the conditions under which they become
applicable and the results they obtain when successful.

Plans consist of a structured aggregation of tasks connected with standard
Business Process Modeling Notation (BPMN) flow logic [8]. The tasks are



Goal-Oriented Autonomic Process Modeling 41

contained within a plan body, which has a context condition describing when
that body can be executed.

We developed a specific extension to the widely used BPMN visual mod-
eling language, called GO-BPMN, or Goal Oriented BPMN [3]. The language
introduces new model elements for goals, plans, relationships between them, and
context variables for process-wide state preservation.

In accordance with GO-BPMN, a goal is an objective function that becomes
active whenever its specified preconditions are met. Once any plan associated
with a goal complete, the goal is considered to be satisfied. GO-BPMN specifies
the following two goal types:

— Achievement Goals represent a condition or a state of a process that is to
be achieved. These goals can thus be used to represent explicit objectives,
needs, desires, etc. achieved during process execution. An Achievement Goal
can be characterized by one or more pre-conditions that must hold before the
goal can complete, i.e., its sub-goals or plans are committed to. Moreover,
such goals can have skip conditions where, if true, the goal is considered as
achieved. Figure [l illustrates the GO-BPMN model notation for an achieve-
ment goal using in its decoration graphical form.

— Maintenance Goals represent a process state that is to be maintained
true. These goals can thus be used to represent explicit invariants in process
execution. A Maintenance Goal is characterized by a maintain-condition that
must hold during the life-time of the goal. If the maintain-condition is false,
any sub-goals or plans are committed to. Figure 2 illustrates the GO-BPMN
model notation for a maintenance goal.

Service Response OK )
S HeartbeatRate > hbps_Threshold

Service Initiated o

“._isGoalInState
("Deployment.verification" , "achieved")

[
: D

Reinitiate Service Instance

Fig. 1. Achieve Goal with precondition Fig. 2. Maintain Goal with plan to be
referring to a previous goal executed if guard conditions are false

Goals can be decomposed into hierarchies as shown in Figure @l In this exam-
ple the top-level goal can only complete once all three sub-goals have completed.
Note that sub-goals may not need to complete successfully if the precondition on
the top-level goal allows for this. All three sub-goals may execute concurrently.

A plan is that part of a process which specifies the functional tasks to be
performed to achieve goals. Typically plans can be expressed in the form of a
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BPMN model and characterized by a guard-condition that must hold before
the plan can be executed. Guard conditions can incorporate the expression of
context associated with the systems affected by the plan structure resulting in
context-aware plan selection and execution.

As illustrated in Figure [, multiple plans can be available to satisfy any given
leaf goal at run-time. Dynamic plan selection is performed by evaluating plan
guard conditions against the current process context described by the collection
of goals that are presently in an active state. Selected plans are immediately
executed. Additional policies can be specified to select between plans when more
than one has true guard conditions.

Service Initiator Selected

N

Auto-Select Responsible [_»| | Manual Select Responsible >

_ Initiator = "auto” ._Initiator = 'manual’

Fig. 3. Situation where two plans are available to a goal condition

2.2 Autonomic Process Control

Once a process model has been created it can be directly executed as a process
instance by associating it with an autonomous process controller that then be-
comes responsible for the instances entire execution. This consists of two major
related functions:

1. Triggering the process goal hierarchy and controlling its run-time execution.
2. Initiating an autonomic feedback loop between the system being affected by
the process instance, and the executing process instance model itself.

The latter of these two functions is responsible for initiating real-time adapta-
tion of a process instance by using event triggers and, if desired, logic reasoning
over system behaviour. This brings about both process flexibility and resilience.
The system may include software, hardware, human and physical resources in-
cluding the constraints and policies defining their use. Two of the possible effects
of this adaptation are dynamic goal decomposition and dynamic optimization.

A process controller can self-optimise a process by assessing whether a goal
hierarchy can be partially fragmented into sub-goals to parallelize execution or
achieve partial results. This is particularly useful when a goal cannot be achieved
due to non-satisfiable precondition and where segmenting the goal into sub-
goals will allow at least some proportion of the goal condition to be met. Also,
temporal pre-conditions can be adapted to alter the order of goal succession
when possible and appropriate. Thus, the autonomic feedback loop is used to
sense when goal hierarchies can be reformulated according to strategic beliefs
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held by the autonomous controller, and then acting to restructure the process
as appropriate. An example of how this might restructure a process instance
model is shown in Figure @l where the ‘Service Deployment Verified goal has
been fragmented into three sub-goals that are performed concurrently.

A process controller can also self-optimize a process by assessing whether an
existing plan can, or should, be structurally altered (re-constituting the task
steps), removed entirely or have its preconditions modified. Equally, a new plan
may be introduced in real-time. New plans may be discovered from plan reposi-
tories or constructed on-the-fly. In this case the autonomic feedback loop is used
to sense the basis for a decision whereby alterations in the process plan struc-
tures are made. An example of one case in which this might restructure a process
instance model is shown in Figure B, where the ’Auto-Select Responsible’ plan
from Figure Bl has been replaced entirely with the alternative plan - same name

but different precondition.

Service Deployment Verified

Service Configuration Service Accessibility Service Performance

Tested Tested Tested

Fig. 4. Fragmentation of a goal into three sub-goals

O

Service Initiator Selected

N

Auto-Select Responsible C M. I Select Responsible [

=_Initiator = SelectFromRole ("admin”) =._Initiator = "manual”

Fig. 5. Replacement of a plan - with reference to Figure

A further feature of this method of process control is that process models
can be updated using a modeling tool and re-loaded into the process controller
in real-time. The controller will manage dependencies and state preservation,
ensuring that model execution remains uninterrupted as the adjustments are
blended in non-disruptively.

Interactions between process instances are managed via communication be-
tween the process controllers responsible for those instances. This is local if the
instance is managed by the same controller and remote if not. Interactions can
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be simple bindings between the goals and plans of different processes or more
complex (potentially semantic) relationships coordinating the activities of more
that one controller. When multiple process instances are interacting, the influ-
ence from autonomic feedback loops is carefully monitored and controlled to
ensure all effects are traceably causal and without unexpected side-effects.

3 The LS/ABPM Suite

The GO-BPMN approach is at the core of the Living Systems Autonomic Busi-
ness Process Management Suite, LS/ABPM. The business goals to be achieved
are defined in the process model, providing business-oriented modeling. This
goal-based process model is directly executed in the run-time environment, striv-
ing to achieve the goals by navigating the goal hierarchy. LS/ABPM is partic-
ularly well suited to businesses where processes are required to swiftly adapt
to change and where the processes do not, or cannot, simply follow a strict,
predefined sequence. LS/ABPM is built using the Living Systems Technology
Suite [7], LS/TS, middleware and it includes the following main components:

— Process Modeler. The core idea behind this component is to offer an intu-
itive, easy to-understand and use set of tools and methodologies that both
business and IT users can deploy to design, test and validate GO-BPMN
business processes.

With the LS/ABPM Modeler, see Figure[d, the end user can define goals’
and plans’ hierarchies, application-specific business data, functions, tasks,
context conditions, and implement plans with standard BPMN elements.
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Fig. 6. The LS/ABPM Process Modeler supports GO-BPMN based design, test and
validation of business processes
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Moreover, this component allows the definition of organizational struc-
tures enabling the mapping of human activities to specific users, roles and
organizational units.

In addition, process models are modular, allowing collaboration on large

models, domain-specific modules, or libraries. In this way, different people
can work on each reusable module and later consolidate their results into a
whole model.
Process Navigation Engine. The core idea is that GO-BPMN process
models created with the Process Modeler (see above) are directly executable
by the Process Navigation Engine. This component is responsible for assem-
bling at run-time the actual business process, by creating a path that takes
into account model changes and plans alternative.

According to given business goals/rules and other relevant context condi-
tions, the Process Navigation Engine selects and orchestrate the appropriate
plans in real-time. In particular, sanity conditions can be defined and the
system ensures them through continuous monitoring and triggers corrective
action as appropriate.

The LS/ABPM Engine implements a data-type driven Web renderer used
for human-centered activities. Such a render can be customized to implement
application specific front-ends.

Moreover, active coordination and cooperation between multiple process
models can be achieved through message-driven synchronization between
process controllers. This is an essential feature that enables to autonomically
resolve competing goals and plans.

Management Console. This component provides powerful tools for the
deployment, management and control of processes and other system admin-
istration tasks.

First of all, continuous visibility of process execution and events is realized
through detailed monitoring of running process instances, as displayed in
Figure[d At any point, the achieved, running, and waiting goals of a process
can be inspected, as well as the corresponding pending tasks. This can be
used by supervisors to fine-tune a process during execution.

The LS/ABPM Management Console also supports crucial control tasks
such as activation/de-activation of business goals and fine-tuning of context
variable governing running process instances.

Moreover, this component supports typical administrative activities such
as data persistency, user management, role-based assignment of personnel,
and security features.

Application Frameworks € Process Component Libraries. LS/ABPM
has been built as a domain independent system. However, domain-specific
BPM solutions can be built by making use of the LS/ABPM SDK.

This package enables the development of system specific sets of task li-
braries (either human or system executable), functions, and user interface
front-ends. These latter ones can also be easily enhanced or substituted by
other technologies (e.g., Web frameworks) according to the specific needs.
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Fig. 7. The LS/ABPM Management Console showing a running process

4 Case Model: Composite Audio-Video Feed Service

This case study describes the process for creating a notional NGN composite
service which provisions an audio-video feed created in real-time by combining
media streams from several service sources. This Composite Audio-Video Feed,
CAVF, service process is considered to be a type of telecommunications Business
Service Provisioning (BSP) which typifies the envisioned form of NGN services
that are statically or dynamically assembled from multiple services potentially
served by multiple providers. BSP is a critical process for telecommunications
operators, service providers and systems vendors as it is central to the vision of
NGN. BSP, in one form or another, is addressed by both the TMF eTOM and
ITIL v3 specifications.

A concrete example of the CAVF service in use is when a service provider
wishes to create an audio-video (AV) feed which dynamically splices feeds from
several sources to create a interleaved AV stream. The primary feed will be,
for example, a television show or movie, with advertising feeds spliced into the
primary feed in accordance with the target audience.

The CAVF service process has been selected as an example case due to it
lending itself particularly well to process expression in terms of business goals.
However, any other process defined by eTOM, ITIL, or other ad-hoc processes
can be mapped into GO-BPMN and executed using the LS/ABPM navigation
engine. In all cases investigated to date our approach offers clear advantages
whether in terms of modeling clarity, model flexibility, sensitivity to business
conditions, integration of multiple vendors, or a combination thereof.

The GO-BPMN model for provisioning the CAVF service is shown in Figure[8
The illustration shows only the goal-hierarchy, omitting all plans but three for the
purposes of visual clarity. In complete models, each leaf goal must have at least
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one plan available for execution to be a valid model. The overall CAVF service
provisioning goal, Composite AV-Feed Service (CFS) Provisioned is satisfied only
when the five goals specified at the next, sub-layer are achieved (or de-activated,
if allowed with the context of the model), and so on. The default condition is that
all active goals may be achieved concurrently unless restricted by dependencies
imposed by context variables specified in goal pre-conditions.

Plan is triggered when the
AV-Feed quality drops below

/ o F“d Service ), Pmm\ o
cFs cnmp.m. Service Service Quality
CFS Plovmom CFS Ca posit CFs (ancsrte A
Initiated " Sen :S‘«:he = Service Construct Construct Deployed Contingency

0 g é - o) Q/ \Q\ o ém

CFS Service Objective  CFS Service CFS Service Provider Services Services CFS Composite Service Management
Stated Schema Specified  Contracts Established Discovered Validated Construct Established
W L é O 0O
Spedify Service Select Service Establish Provider Dependencies Construct Contingencies
Objective Objective Contracts Resolved Validated Identified

Link to separate process
model dealing with
contract management

Fig. 8. GO-BPMN model for the provisioning of Composite Audio-Video Feed Service

In this particular example the second sub-layer goals are:
CFS Provisioning Initiated: Achieved when process is setup.

CFS Composite Service Schema Prepared: Achieved when the schema detailing
the objective and structure of the service construct is established, and contracts
established with the various providers of specified services. Although not visi-
ble in this simplified iconic notation there are logical dependencies between the
three sub-goals such that CFS Service Provider Contracts Fstablished can only
become active once CFS Service Schema Specified has been achieved, which in
turn can only become active once CF'S Service Objective Identified is achieved.

CFS Composite Service Construct Prepared: Achieved when required services
have been discovered and validated, and the assembled service construct is es-
tablished according to the three indicated third layer sub-goals which specify
that service inter-dependencies must be resolved, the entire construct must be
validated and contingencies identified for cases when, for example, a service fails
or a service provider violates an agreed contract.
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CFS Composite Service Construct Deployed: Achieved when the service con-
struct is successfully deployed.

Service Failure Contingency: This is a Maintain Goal which persistently moni-
tors the quality of the AV-Feed. If the quality, measured as a function of uptime
and image quality, drops below a preset threshold a contingency management
mechanism is invoked to correct the problem. The particular correction method
used is not of concern, but may typically be to switch to alternative feed ser-
vices. This is an example of autonomic feedback from the system under process
management directly affecting process control flow.

The plans in Figure [§ are included as illustration of their use. The two plans
Specify Service Objective and Select Service Objective both satisfy the CFS Ser-
vice Objective Identified goal, with the plan pre-conditions (not shown) speci-
fying that only one of these plans will be selected at run-time according to the
value of a context condition set by a process user. In the case of these two plans
the context criteria indicates whether the service objective should be specified
ad-hoc or selected from a prescribed list; context conditions can consist of any
relevant criteria such as cost, availability, performance, etc. Recall that context
conditions can also be used to skip parts of the process, or to postpone the
activation of a goal until after the achievement of others.

A third plan FEstablish Provider Contracts satisfies the CFS Service Provider
Contracts Established achieve goal. The attached note indicates this plan con-
tains a BPMN signal task which connects to a separate process which deals with
contract management.

This model is intended as an example of how the CAVF service provision-
ing process may be modeled, at predominantly goal-level, using GO-BPMN. As
with any other GO-BPMN model executed by the LS/ABPM process navigation
engine, the goal-plan-task structure can be altered, re-loaded and executed at
run-time, perhaps through the addition of a new plan or segmentation of a goal
into two new sub-goals. In such a case, if an instance of the model is already
executing its transaction-preserved state is transferred to the new instance; a
set of violation rules ensure that model alterations cannot create inconsistencies
with any critical execution aspects of the original instance.

5 Conclusions

The GO-BPMN approach offers a simple and intuitive method of modeling
business processes by making use of concepts and artifacts that are easy-to-
understand and to express directly by business managers and process analysts.
Moreover, the intrinsic flexibility built-in to the process structures implies that
workflows can be safely modified in real-time without any need for stopping or
re-starting the overall process. Changes to any goal or plan in a GO-BPMN pro-
cess model can indeed be made indipendently and do not have a ripple effect of
consequences as they would have in a sequential process model. Hence, changes
can be made at any time - even during execution.
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While in this paper we focused on a specific case model, we argue that the com-
bined adoption of the GO-BPMN approach and the LS/ABPM Suite has a much
broader applicability and a great potential to enable the necessary BSS/OSS evo-
lution towards the realization of the NGN vision. In particular we recognise that
while valuable as standard guidelines, the prescribed process descriptions offered
by frameworks such as eTOM and ITIL are frequently a poor reflection of in-use
processes that rarely follow ideal cases. This strengthens the argument favour-
ing goal orientation, which explicitly embeds sufficient process flexibility into
model descriptions while ensuring that when executing they will always achieve
required and expected goals.

Acknowledgments. Thanks go to the many colleagues at Whitestein Technolo-
gies involved with this work, especially Giovanni Rimassa and Roberto Ghizzioli.
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Abstract. The management of Quality of Experience (QoE) in the ac-
cess network is largely complicated by the wide range of offered services,
the myriad of possible QoE restoring actions and the increasing hetero-
geneity of home network configurations. The Knowledge Plane is an au-
tonomic framework for QoE management in the access network, aiming
to provide QoE management on a per user and per service basis. The
Knowledge Plane contains multiple problem solving components that
determine the appropriate restoring actions. Due to the wide range of
possible problems and the requirement of being adaptive to new services
or restoring actions, it must be possible to easily add or adapt problem
solving components. Currently, generating such a problem solving com-
ponent takes a lot of time and needs manual tweaking. To enable an
automated generation, we present the Knowledge Plane Compiler which
takes a service management objective as input, stating available moni-
tor inputs and relevant output actions and determines a suitable neural
network based Knowledge Plane incorporating this objective. The archi-
tecture of the compiler is detailed and performance results are presented.

1 Introduction

In today’s broadband access networks, new added value services such as Broad-
cast TV, Video on Demand (VoD) and mobile thin clients are introduced. Each
of these services has large service demands: they often require a considerable
amount of bandwidth and only tolerate a minimum amount of packet loss, delay
and jitter. In order to meet these demands, current access networks are ad-
vancing from a best-effort packet delivery to a triple-play service delivery, where
the Quality of Experience (QoE: the quality as perceived by the end user) is
of prime importance. Several factors are complicating the QoE management.
First, the type of degradation due to network anomalies is highly dependent on
the service type and the current network status. Furthermore, a myriad of tech-
niques has been deployed in the access network, such as VLANs with bandwidth
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reservation, retransmissions, erasure coding and VoD proxies. However, these
techniques can only guarantee the QoE between the service originator (e.g. a
video streaming server) and the access node. Most households are nowadays
equipped with a comprehensive home network including wireless links, home
media servers and users concurrently accessing bandwidth-intensive services.

As a result, the appropriate QoE restoring action is highly dependent on the
individual situation of home network configuration, service type and network
status. An autonomic framework can contribute to tackle the complexity of
this individual QoE management. Our research is targeting the development of
the Knowledge Plane (KPlane), an autonomic layer spanning the whole access
network from service edge router up to and including the end device. It reasons
on an extensive knowledge base with monitor data on the network status and
the QoE of the running services. The KPlane detects decreases in QoE, e.g. due
to packet loss, and determines autonomously the appropriate actions to restore
the QoE, e.g. by adding redundant packets for Forward Error Correction (FEC).

Due to the wide range of problems to be solved by the KPlane, there is a need
for a flexible and generic framework that adds new problem solving components
or adapts existing ones when changes occur in the network or new services are
offered. Manually designing these components is often not feasible. In this arti-
cle, a flexible KPlane Compiler is presented, able to generate a neural network
based KPlane. The operator only needs to specify the available monitor inputs,
a service management objective and possible QoE restoring actions. The KPlane
Compiler generates a neural network according to the specified objective.

The remainder of this architecture is structured as follows: section [2] gives an
overview of the Knowledge Plane architecture. Section [3] explores related work
in the field of autonomous QoE management. Section Ml presents the Knowledge
Plane Compiler where problem solving components can be constructed in a
flexible way. Section [l describes the implementation details of the Knowledge
Plane Compiler, while section [l illustrates how the Knowledge Plane Compiler
can aid in the QoE optimization of different use cases. Section [0 evaluates the
performance of the KPlane Compiler both in construction time and correctness.
Finally, section [§] concludes this paper and presents some future work.

2 KPlane Architecture

An overview of the architecture of the KPlane framework is presented in Figure[Il
The Knowledge Plane is accompanied by a Monitor Plane (MPlane), comprising
monitoring probes in all access network elements, an Action Plane (APlane),
presenting an interface to the KPlane for the execution of the QoE restoring
actions and a Knowledge Base (KBase) as an intelligent infrastructure for storing
all information. More details on the functioning of the MPlane, APlane and
KBase can be found in [IJ.

The core functionality of this architecture resides in the Knowledge Plane.
Its problem solving functionality is decomposed into a three-step process, where
each step analyzes the knowledge currently available and forwards its decision to
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Fig. 1. Autonomous framework for the access network. This paper targets the auto-
mated generation of a specific problem solving process. For each service type, a new
problem solving component can be generated.

the next component in the chain. The first step is the problem detection step: it
detects suboptimal situations in the controlled network that lead to QoE drops.
Detected problems are forwarded to the problem tracking step, where the prob-
lem is analyzed in more detail and the location and the cause are pinpointed.
The problem tracking step then activates the appropriate problem solving com-
ponents. Each problem solving component determines the best actions for a
specific anomaly. Since learning capabilities are a vital part of the KPlane func-
tionalities, the problem component should always be able to change the details
of its behavior.

This paper focuses on the problem solving processes. Possible problems are
specified by the operator and can be very complex and generic but can also be
very specific. First, as the KPlane needs to select the best action based on the
information present in the Knowledge Base, its decision making process can be
very problem specific. For example, optimizing a BroadcastTV service is com-
pletely different than optimizing a mobile thin client service, where mobile thin
clients execute their applications remotely and their graphics are forwarded from
the server to the mobile thin client. In the first case, the KPlane needs to op-
timize the video quality of a multicast stream by minimizing the packet loss
ratio, while in the second case the latency of a unicast stream should be opti-
mized. Second, as the behaviour of the KPlane needs to adapt to dynamically
changing environments and individual users, the KPlane needs to alter its deci-
sion making process on-line. These aspects make it difficult to construct a generic
problem solving component that incorporates all the intelligence needed to tackle
all services and problems that can occur in multimedia access networks. While
the functionality of the MPlane, APlane and other KPlane components can be
modeled in a generic way, the functionality of the problem solving component is
problem specific.



Automated Generation of Knowledge Plane Components 53

The lack of a generic KPlane architecture can pose a serious challenge to
constructing an autonomic architecture for QoE optimization. As no general,
multi-purpose KPlane suited for all scenarios can be constructed, a new KPlane
needs to be built when changes occur in the access network model (e.g. when
a new service is offered to the users). The described architecture loses its auto-
nomic behaviour if constructing such a KPlane takes a large effort to complete.
Therefore, we propose, the KPlane Compiler, a novel way of constructing this
KPlane based upon reinforcement learning paradigms. In this KPlane Compiler,
a service provider defines an objective to optimize the network and the KPlane
Compiler automatically constructs an appropriate problem solving component.

3 Related Work

The concept of a Knowledge Plane was originally presented in [2] as a layer
that enables the autonomic detection and recovery of network anomalies. The
Knowledge Plane concept has been applied to many different problem domains
including WDM networks [3] and detecting routing changes [4]. In our work,
we applied this concept to QoE optimization in an access network [5]. Further-
more, we introduced the concept of applying neural networks to implement the
Knowledge Plane to enhance the QoE, together with some first results and design
guidelines [6].

Reinforcement learning [7] has been successfully applied to network manage-
ment problems such as QoS scheduling in wireless sensor networks [§], radio
management in mesh networks [J] and resource allocation [10], [I1]. In [I2],
reinforcement has been applied in a QoS middleware framework. However, ap-
plications must be modeled as a series of activities, which makes this framework
infeasible to deploy on a network with existing services.

Adapting to changing network management objectives is also addressed in [13].
They address the key question whether a model learned from the use of one set
of policies could be applied to another set of similar policies, or whether a new
model must be learned from scratch as a result of run-time changes to the policies
driving autonomic management. Our KPlane Compiler is complementary to this
work, as it rather addresses adapting to completely new policies resulting from
the availability of e.g. new QoE restoring actions.

4 KPlane Compiler

In this section, we detail our KPlane Compiler, which constructs a novel neural
network based problem solving component based upon an objective defined by
the service provider. While the earlier proposed KPlane performs well, it has
three major limitations in its construction. First, the neural network uses a su-
pervised learning technique to memorize its behaviour. Constructing a training
set needed for supervised learning involves exhaustively trying all possible ac-
tions on all possible scenarios and selecting the action that maximized the QoE
of the service as an input-output pair for the supervised learning algorithm. As



54 S. Latré et al.

will be discussed in section[d, such a brute force algorithm takes a huge amount
of time to complete. A second limitation of the supervised learning approach
is its inability to evaluate its decision making process. As the KPlane needs to
incorporate an on-line learning mechanism to cope with changing environments,
evaluating its decision making process is of key importance. When a change in
environments causes errors in the decision making process, the current neural
network based KPlane never detects this evolution. A third and last limitation
of the current neural network based KPlane is the construction of the neural
network itself, and moreover choosing the right amount of neurons in the hidden
layer. Although several rules of thumb exist to choose the appropriate number
of hidden neurons, this still involves manually tweaking the neural network.

These three limitations make constructing the current neural network based
KPlane a time consuming task. The KPlane Compiler solves these limitations
by introducing three new functions to the constructed KPlane:

— The KPlane Compiler uses a cost function instead of supervised learning
to train the neural network to minimize the construction time. As will be
discussed in the next section, cost function based learning algorithms still
need to investigate different actions under different scenarios but the use of
a brute force algorithm is avoided.

— The constructed KPlane continuously evaluates its decision making process
and can trigger an on-line learning process if needed.

— Manually tuning the amount of neurons in the hidden layer of the neural
network is avoided by using a specific algorithm that detects the optimal
amount of hidden neurons.

The KPlane Compiler takes a network management objective and the con-
figuration of the MPlane and APlane as input and generates a neural network
based problem solving component capable of selecting the best QoE optimizing
action to take given a specific configuration of the network. The KPlane Com-
piler can generate different KPlanes for different problem domains as long as it
has the right MPlane and APlane configuration and goal to achieve. The KPlane
compiler uses the information stated in the Knowledge Base as input to generate
the appropriate KPlane. This information stated in the Knowledge Base is for-
malized through an OWL ontology; we refer to [I] for more information about
the Knowledge Base.

4.1 KPlane Construction

The construction of the KPlane Compiler is detailed in Figure [2 It is initiated
by the service operator by specifying three aspects of the problem as input to
the KPlane Compiler. First, the service operator needs to define which monitor
values are relevant for the problem. While the KPlane Compiler extracts all pos-
sible monitor information from the Knowledge Base, the service operator needs
to select the relevant monitor parameters that can aid in detecting the cause
of a QoE drop. The second piece of information the service operator needs to
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Fig. 2. Operation of the KPlane Compiler and message flow in an off-line learning
process. During training of the neural network, the KPlane Compiler interacts with
a NS-2 simulator to learn the optimal behaviour. During execution, the simulated
network is replaced with an actual network and the network interface to the simulator
is deactivated.

provide is information about which actions to take. Again, the KPlane Compiler
uses the Knowledge Base to present all possible actions but the service operator
needs to select the appropriate actions. In general, such a selection should be
straightforward.

The third and most important piece of information to be presented to the
KPlane Compiler is the cost function. This cost function defines how the service
operator wants to achieve the goal of optimizing a given problem domain using
the selected monitor and action information. For example, when a service oper-
ator wants to minimize the packet loss of a service, the cost function can simply
be the packet loss. More complex cost functions are discussed in section [l As this
approach frees the service operator from the time consuming task of finding a suit-
able KPlane, the cost function enables the KPlane Compiler to achieve autonomic
behaviour. Instead, the service operator defines the goal of the KPlane through the
cost function and the KPlane Compiler autonomously detects which actions result
in low values of the cost function and train a network that solves the problem.

Based on this information, the KPlane Compiler trains a neural network using
a learning algorithm that steers the neural network based on observations made
by executing actions into a real or simulated network. Conceptually, the off-line
learning process works as follows. The KPlane Compiler is coupled with the sim-
ulation environment that simulates the network in which the KPlane is deployed.
Both the neural and underlying network are configured based on the MPlane and
APlane configuration presented by the service operator. The size of the neural
network depends on the exact configuration of MPlane and APlane parameters.
Next, the learning algorithm randomly generates a certain network scenario to
investigate and triggers the underlying - simulated - network by executing a
random action. The executed action results in new measurements performed by
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the MPlane, the MPlane forwards these measurements to the learning algorithm
and the cost function. The learning algorithm uses this MPlane information to
determine the state of the current network and the cost function forwards a cost
value to the learning algorithm that denotes the cost of being in this state. The
learning algorithm uses this cost value to train the network. Next, the learning
controller queries the partially trained neural network to decide on which action
to take. Finally, the learning algorithm executes a new action into the network
and the complete process is repeated until the average cost value is below a
predefined threshold. In determining a new action, the learning algorithm can
choose to use the output of the neural network, and depend on the knowledge
available in the neural network or execute a new random action to try and find
a better solution.

4.2 KPlane Deployment

Once the performance of the neural network is satisfactory, the KPlane is coupled
with an actual network as illustrated in Figure[3l In this case, construction specific
components are removed and the generic components of the KPlane (i.e. the prob-
lem detection and problem tracking components) are added. During deployment,
the neural network is making its decision based upon the real-life scenario occur-
ring in the actual network. The training process, denoted in Figure B by (4), is
temporarily halted. However, the KPlane continues to evaluate its decision mak-
ing process through the cost function to enable on-line learning. If this cost func-
tion exceeds a predefined threshold, the service operator can choose to retrain the
network by reactivating the training process and exploring new actions.
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Fig. 3. Operation of the generated KPlane problem solving component and message
flow during deployment. The simulated network is replaced with an actual network and
the other - generic - KPlane components are added.
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5 Implementation Details

In our implementation, we use a feed-forward layered neural network with as
input monitor and action parameters (denoting the state of the network) and a
possible action to execute. As output, the network returns the reward of execut-
ing this action into the current state. The KPlane queries the neural network by
combining the current state of the network with all possible actions to execute.
The action that yields the highest reward will be executed.

The neural network is modeled using the FANN [I4] library improved with a
reinforcement learning algorithm [I5]. To construct the neural network we use
the Cascade 2 [I6] algorithm. In this algorithm, the neural network starts with
no neurons in the hidden layer. Next, hidden neurons are trained and added to
the network until the optimal amount of hidden neurons is found. This avoids
manually searching for a suitable network configuration.

The implemented learning algorithm uses a reinforcement learning method,
where, instead of using a training set, the neural network learns by trial-and-
error. The reinforcement learning paradigm consists of an agent and an environ-
ment. At any given time ¢, the environment is in a state s;. By executing an
action a on the environment, the environment returns a new state s;11 and a
new reward 741, defining the reward of executing a on the state s;. The overall
goal is to maximize the long-term reward by choosing the right actions. In our
implementation, we used the Q-SARSA learning algorithm combined with an
e-greedy selection strategy where e = 0.001.

6 Description of Use Cases

In this section, we describe two use cases where QoE optimization can be of
importance and illustrate how a suitable problem solving component can be
generated by defining a cost function.

6.1 BroadcastTV Use Case

In a BroadcastTV scenario, a video is multicasted to multiple video subscribers,
who watch the video in real-time. The QoE of such a scenario can be defined
as the visual quality of the transmitted video. The QoE can be degraded due
to packet loss caused by errors on a link or congestion. A service operator can
choose to try and optimize the QoE by transmitting redundant information. A
possible access network model is illustrated in Figure @

In this model, the KPlane resides on the access node where the QoE can be
optimized on a per subscriber basis. The video server sends out different video
bitrates of the same channel to cope with congestion related problems. To tackle
link related losses, the video server also sends out a stream of Forward Error
Correction (FEC) packets that add redundancy to the original video stream.
Based on MPlane information regarding packet loss and bandwidth, the KPlane
in the access node needs to determine which video bit rate to transmit and how
many redundant packets to accompany with the stream.
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Fig. 4. A possible access network model for a BroadcastTV scenario. The KPlane in
the access node needs to the determine the optimal video bit rate and redundancy level
to transmit to each subscriber.

In deciding which action to take, there is a trade-off between optimizing the
packet loss and the video bitrate. The lower the video bitrate, the more re-
dundant packets can be transmitted and the lower the chances on a congested
network. However, a low video bitrate also results in a lower video quality. There-
fore, a service operator needs to define a cost function where both the video bit
rate is maximized and the packet loss is minimized. A possible cost function can
be: aPL — 3BR —vF P where PL is the measured packet loss after filtering the
redundant FEC packets, BR is the video bitrate and F'P is the amount of FEC
packets. We assume that all variables are normalized between 0 and 1. This cost
function favors solutions that use high video bitrates but ignores solutions that
generate large levels of packet loss. Furthermore, if two solutions result in the
same video bitrate and packet loss ratio the solution with the lowest levels of
redundant traffic is chosen due to the last term in the equation. The values of
«, B and 7 illustrate the importance between the three variables and depend on
the policy of the service operator. In our implementation, the values were 0.7,
0.2 and 0.1 for «, 8 and 7, respectively.

6.2 Mobile Thin Clients Use Case

Thin client computing is a paradigm in which the computing power is shifted
from the device to a thin client server in the network. Applications are executed
remotely and their graphics are relayed to the thin client over a thin client
protocol. Limiting the latency is of the utmost importance, since every user
event has to be transported to the thin client server before it can be processed
and the resulting graphic update can be sent back to the device. The inherently
time-varying nature of the wireless link and the decreasing energy level of the
device battery lead to varying resource availability. The KPlane can contribute
to guarantee the highest possible level of QoS in this dynamic environment.
The KPlane resides on the thin client servers, where the application graph-
ics are encoded and sent to the client. It receives monitor information from
the application, the network and the client device. Due to wireless link errors,
retransmissions will occur, resulting in increased latency. This limits the user in-
teractivity. Prioritizing the thin client traffic on the wireless link can increase the
achieved throughput, but this comes at the cost of increased energy consumption.
Typically, mobile thin client devices only have a limited battery autonomy. An-
other action can be to switch to another image transmission technology. In [I7],
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an approach was presented to dynamically switch between a classic thin client
protocol (e.g. VNC) and video streaming.

These considerations lead to the definition of the cost function: oL + 8T +
vECR. Here, L is the average latency measured between thin client server and
device, T is the throughput achieved over the error-prone wireless link and ECR
is a measure for the rate at which the energy level of the client device battery
is decreasing. Again, the values of «, 3 and = illustrate the importance between
the three variables and depend on the policy of the service operator.

7 Performance Evaluation

To evaluate the performance of the KPlane Compiler we implemented the Broad-
castTV use case and compared it with previous results obtained through the ear-
lier designed neural network based reasoner using a supervised learning method
[6]. In this use case, two variables are controlled. The first one is the video bi-
trate which can be altered to avoid congestion or increase the visual quality. The
second variable is the amount of FEC packets to cope with packet loss. Since the
novel KPlane Compiler automates the generation of a KPlane, we investigated
the time necessary to construct a KPlane together with the correctness of the
decision making process.

7.1 Construction Time

We compared the time needed to construct both the earlier proposed, supervised
learning based, KPlane and the novel, reinforcement learning based, KPlane. Tests
were carried out on an AMD Athlon 2200+ 1.8Ghz machine with 512MB RAM.
For the supervised learning KPlane a training set of 1200 input-output pairs was
constructed. To construct this set, 40,800 different scenarios needed to be sim-
ulated and investigated. After construction of the training set, the network was
trained by presenting the training set to the neural network. Details of this ap-
proach are described in [6]. This resulted in a neural network with 6 inputs, 2 out-
puts and 5 hidden neurons. The construction of the training set resulted in a total
construction time of more than 20 days. This is considerably more than the con-
struction time of the reinforcement learning based KPlane, where constructing
the KPlane took approximately 27 hours and 34 minutes for the same problem
domain. During construction, the network was trained for 30,000 episodes. In the
reinforcement learning approach we obtained a network with 6 inputs, 2 outputs
and 4 hidden neurons, which corresponds to the results obtained in [6].

7.2 Decision Making Process

The performance of the two KPlanes was investigated by using a NS-2 [18] based
simulation topology as illustrated in figure[l This topology resembles the use case
described in section[GIlwhere a video server transmits both a high quality (with an
average bit rate of 2Mbps) and a low quality (with an average bit rate of 500kbps)
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Fig. 5. Topology used to test the performance of both KPlanes. By altering the packet
loss ratio, different scenarios were introduced.
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Fig. 6. Measurements of packet loss and PSNR experienced by the user for different
levels of random packet loss on the wireless link. All standard deviation values are
lower than 5% of the average value.

to the clients. In the investigated scenario, we varied the amount of random packet
loss on the wireless link from 0% to 10%. We measured both the packet loss ratio
and the PSNR, an objective video quality metric. Each test was repeated 20 times.
We present average values together with the standard deviation.

The results are illustrated in Figure [0l It is clear that the performance of the
decision making process of both KPlanes are almost identical. Both KPlanes suc-
ceed in minimizing the packet loss ratio by adding redundant packets to the flow
when the amount of packet loss ratio increases. Also the PSNR results in almost
identical values for both approaches. As the amount of packet loss on the wireless
link increases, the PSNR, quickly degrades when no reasoning occurs. However,
when one of the two KPlanes is applied the PSNR values can be stabilized and
only decreases with approximately 1dB around 10% of packet loss.

8 Conclusion and Future Work

The KPlane Compiler allows for the automatic generation of a specific problem
solving component in the autonomic Knowledge Plane framework. The KPlane
Compiler takes an operator objective as input to construct a neural network
based KPlane using reinforcement learning. We detailed the architecture of the
generated KPlane during construction and deployment and discussed how the
KPlane Compiler can be effective in optimizing the QoE of two different use
cases. Performance results show that the KPlane Compiler succeeds in reduc-
ing the construction time of a KPlane significantly while still maintaining the
same performance in its decision making process. In future work we are targeting
to extend the KPlane Compilers architecture to enable cross-service interaction
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and distributed behaviour between different KPlanes on different nodes. Fur-
thermore, we will investigate how splitting the service management objective of
an advanced problem into different subgoals can aid in boosting the performance
of the decision making process.
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Abstract. Self-healing is a vital property that an autonomic system must pos-
sess in order to provide robust performance and survivability. The promise of
self-healing depends on other properties that the system should provide, which
include self-monitoring and self-configuring. Autonomic systems further require
self-healing behavior to adapt to changes in user needs, business goals, and envi-
ronmental conditions such that self-healing decisions are made dynamically and
adaptively according to the system context. In this paper, we propose a model-
driven approach that leverages modeling techniques, reliability engineering
methodologies, and aspect-oriented development to realize an adaptive self-
healing paradigm for autonomic computing.

1 Introduction

When applied to computer-based systems and networks, self-healing is one aspect of
the set of capabilities exhibited by autonomic computational systems that are often
represented by the phrase self-*. These include features such as self-protecting, self-
configuring, self-healing, and self-optimizing [1]]. A self-healing system is one that has
the ability to discover, diagnose, and repair (or at least mitigate) disruptions to the ser-
vices it delivers. Autonomic systems further extend this notion of self-healing to include
the capabilities to adapt to changes in the environment (for example, to maintain its per-
formance or availability of resources).

For large scale systems, many different types of faults may exist, and their differing
natures often require disparate, tailored approaches to detect, let alone fix. Hence, for
those systems, self-healing behavior includes the use of multiple types of detection,
diagnosis, and repair mechanisms. In autonomic computing, these self-healing activities
involved in any healing operations should be optimized and adapted to changing system
context. This requires an autonomic system to make self-healing decisions adaptively,
which include when to invoke self-healing (prediction, detection and identification),
what self-healing mechanism to be invoked (analysis and diagnosis), and how to heal
the system effectively and efficiently (report or rejuvenate or recover). Such a decision
making process for intelligent self-healing is characterized by not only flexibility but
also adaptivity.

The concept of self-healing is built around the notion that the risk raised by a failure
varies over time in a changing system context. At the component level, for the same type
of failure, the location of the failure also has a direct impact on its projected risk. For
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example, a timeout failure of a critical component running a computationally intensive
algorithm could be catastrophic and must be dealt with immediately; whereas a timeout
failure of a low priority communication could be ignored completely. The decision
to be made on failure mediation strategy is inevitably affected by the system context
involving time, location, and relevant events. In order for the system to obtain the best
decision in a dynamic environment, an adaptive healing scheme must be adopted to
detect not only the failures, but also the system context. This enables the system to react
properly to different failures according to a particular context, and provide feedback to
the system for improvement of its self-healing behavior.

In this paper, we propose a model-driven self-healing approach that is designed to
adapt to changing user needs, business goals, and environmental conditions. We apply
an adaptive control loop to collect failures and their contextual information, analyze
these information, decide the best mediation strategy, and invoke the corresponding
failure mitigator to complete the self-healing process. We employ a combination of
object-oriented adaptation and process-oriented adaptation, and leverage the advantages
of various modeling techniques to realize the control loop. The failures and self-healing
mechanisms can be modeled and specified using UML. The detector and analyzer can
be specified and modeled as aspects to be separated from the main functions of the
monitored system. The online decision making can be supported by reliability modeling
using methods and tools that have a record of successful applications in the literature of
reliability engineering. According to the decisions, the healing actions are then invoked
by instantiating the aspects for failure mitigation and executed by dynamic aspect weav-
ing. Thus, we define an adaptable self-healing approach for autonomic systems, where
the failure mediation strategy for self-healing can be adaptively selected according to
system context and dynamically invoked during run-time execution.

The rest of the paper is structured as follows. Section 2 describes the need for adapta-
tion in self-healing behavior for autonomic systems and introduces an adaptive control
scheme to realize the proposed adaptive paradigm. Section 3 describes the models for
failure specification to support adaptive failure mediation. Section 4 discusses the can-
didate techniques and methods that can be leveraged to facilitate the adaptive healing
approach. Section 5 concludes the paper.

2 An Adaptive Approach

Self-awareness is fundamentally necessary for supporting the adaptive behavior of com-
plex systems, since the knowledge of both expected and unexpected behavior are used
to help define the adaptive actions for the correct and safe behavior as well as devi-
ations from such behavior. Environmental awareness is manifested as two additional
capabilities: self-monitoring and self-configuring. These processes - self-awareness,
self-monitoring, and self-configuring - are required to enable self-healing capabilities
provide rapid recovery and recuperation against system failures to support survivability
and reliability enhancements in system operation. The self-monitoring aspect of self-
healing is manifested by the ability to detect failures and their contextual information
while self-configuring is characterized by the invocation or generation of the proper
healing actions.
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2.1 Software Failures and Healing Mechanisms

It is a common finding in reliability engineering that a failure that occurs at different
times during the lifespan of a software can have different meanings and thus requires
different remedies. A failure occurring at an early stage in its lifecycle, as illustrated in
Figure [Tl is likely to be detected by testing and fixed or removed by debugging. At this
stage, preventive self-healing mechanisms can be employed for critical components in
order to protect against one or more failure conditions that have been identified as failure
triggers. This usually involves methods such as wrappers and proxies for mostly generic
failures, such as core dump failures caused by buffer overflows, timeout failures for
communication, and so forth. After the system is deployed, the maintenance of a system
would rely heavily on feedback from its users which would be used by the developers to
upgrade the software to eliminate the faults that have caused the failures. At this stage,
statically specified self-healing actions behave as intended and continue repairing the
system from failures that were already known. Previously defined healing actions can
be updated and new healing actions could be added when a new failure is reported
and its mediation strategy is modified or defined. Depending on how the system reacts
to a failure or a set of failures, the healing actions will be adjusted accordingly. The
adjustment of self-healing behavior becomes particularly important when the software
ages over time. Generic software failures as well as domain-specific failures that might
have escaped from testing will have an accumulative effect on system operation. A self-
healing action that initially only requires reporting and logging might be interpreted as
an integral part of a severe failure. Rejuvenation could be taken at this point to restart
the service before the situation worsens. Nevertheless, there will be times where certain
failures are beyond rejuvenation and their consequences can only be mitigated by failure
quarantine/removal as part of the system recovery.
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Fig. 1. Software Failure Rate Over Time

The system context also has a major impact on how the system should heal.
Figurelillustrates the operational domains for such an adaptivity need. The operational
domain of a system can be viewed as a space divided into different regions reflecting
the possible states of a system in terms of reliability, which include reliable behavior,
failure-prone behavior, and failure. For most well designed systems, there are a set of
high-level goals that the system must maintain regardless of the environmental con-
ditions. The realization of these goals ensures that the system will remain in a “safe
region”. Rigorous testing is usually conducted on critical components for system verifi-
cation and validation before the system is deployed. While non-critical goals might be
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Fig. 2. Operational Domains for Self-healing

relaxed or overlooked, failures caused by such relaxation still have a negative impact
on system operation that might possibly lead to system failure. Some of these failures
might even become fatal given an extreme system context. Presumably, there are clearly
defined failures that are known to be hazardous to system functions and put the system
operation into an abnormal region. Operating in an abnormal region would certainly
result in a system failure. In between, the system functions that are affected by the ac-
cumulative impact of failure(s) over time in a changing system context are subjected to
potential system failure. This is when we consider the system is operating in a region
where the operations are considered failure-prone. In such a state, it is predicted that a
failure could be imminent or “likely”. The determination of system state and prediction
of its transition probability can be modeled and calculated with the aide of reliability
models [2].

2.2 An Adaptive Self-healing Scheme

There exist a number of approaches that employ on-line monitoring techniques for fail-
ure detection and identification, followed by failure resolution external to the moni-
tored system. Projects in the DARPA DASADA program [3] describe an architecture
that uses probes and gauges to monitor the execution of programs, generate events con-
taining measurements, and take actions based on the interpretation of events. Effectors
interact with the system to ensure that system’s run-time behavior fits within the en-
velope of acceptable behavior. Authors in [4] propose the generation of proxies and
wrappers to add autonomic functionalities to object-oriented applications to cope with
failures without source code adaptation. The IEEE Standard Classification for Software
Anomalies [3] provides a comprehensive list of software anomaly classification and re-
lated data items that are helpful to identify and track anomalies. The methodology of
this standard is based on a process (sequence of steps) that pursues a logical progression
from the initial recognition of an anomaly to its final disposition. Although some of the
issues with software failures can be tackled using service replication as proposed by the
authors in [6], adaptable on-line monitoring and self-healing approaches are yet rarely
defined for software failures simply because the risks of many software failures can
only be projected and their mitigation strategy be dynamically invoked during run-time
execution.
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Fig. 3. An Adaptive Self-healing Scheme

We propose an adaptive feedback control loop to realize adaptive self-healing behav-
ior as depicted by Figure[3l The key activities that are performed in the control loop are
collect, analyze, decide, and act. Learning and reasoning functions act as the intelligent
component of the loop that carries out the main functionality of “analyzing” to support
dynamic decision making. Analytical models, such as those for reliability modeling [2]],
as well as empirical knowledge can be applied to analyze the current system context. By
calculating the risks to reliable operation for a specific context, the system can suggest a
particular mediation strategy to use to fix the erroneous software component. The feed-
back of these actions provide useful information for the system to adjust its mediation
strategy and tune the performance of the control loop. By applying the adaptive con-
trol loop, adaptive self-healing behavior is then characterized by reliable context-ware
failure detection and its ability to invoke the best healing strategy as a response to the
failure and its context.

Techniques for adaptability can be divided into different categories based on how
adaptation is realized [7]. There are three main approaches to consider. Model-driven
architectural adaptation models the environment and the adaptation, and modifies the
model to represent any changes in how the system adapts. This approach uses mod-
eling to analyze, design, and implement the system. Object-oriented adaptation uses
the model to analyze and design actions to be taken, but only modifies the objects that
perform the actions at runtime. Process-oriented adaptation accomplishes adaptation by
defining processes that generate the objects and methods that are needed for adaptation.
In our approach, we take advantage of the second and third methods to offer a com-
bined solution; we use object-oriented adaptation for failure specification and process-
oriented adaptation for adaptive failure mediation. We first specify the targeted objects
(failures in this case) through the help of modeling techniques. Then, for adaptation of
the actions to be taken on these objects, we follow the process-oriented approach to en-
able dynamic generation of mediation strategies using an aspect-oriented mechanism,
which enables mediation strategies to be modeled as aspects and dynamically generated
and executed through dynamic aspect weaving. Above all, techniques that can be used
to achieve prompt and accurate detection and analysis of the system context are essen-
tial to support any adaptable healing strategy. Fortunately, a rich literature in reliability
modeling provides effective means in interpreting and predicting the system context,
thereby allowing the model-based dynamic aspects to be applied to enable adaptive
self-healing.
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3 Model-Based Failure Specification and Healing Mechanisms

One of the ultimate goals of software engineering is to construct software that is easily
modified and extended. A desired result is to achieve modularization such that a change
in a design decision is centralized to one location [8]]. Our experience has led us to be-
lieve that model driven software development and maintenance is a promising approach
to support modularization and enable more efficient self-healing [9]. Model-based de-
signs can support well-defined self-healing behavior specification, while adaptive soft-
ware development methods provide feasible and flexible solutions to implement self-
healing functionality. Furthermore, techniques such as aspect-oriented development and
dynamic aspect development can be exploited to separate self-healing concerns from the
main functions and enable real-time instantiation of adaptive operations.

Figure [ shows a general model representation for software failures and self-healing
mechanisms. Different types of failures may be present for software, which is modeled
as either an atomic software component or a composite of software component(s) [10].
A software failure can be detected by one or more different types of detectors; failures
are then analyzed by one or more failure analyzers. More than one failure might be
analyzed by an analyzer to discover the relationships among these failures and help
better characterize these failures and their underlying root causes. A failure analyzer
also predicts and/or determines the risk raised by the failure(s). In accordance with
the different extents of damage that a failure might bring to the system, the mitigator
invokes different failure mediation strategies and takes different sets of actions that
transform the software from its failure state to a specified operational state [11]].

A number of software failure classifications are defined in the reliability engineering
literature. Some of them simply classify failures into different types based on their
risk levels, while others focus on the causes of the failures. In our proposed self-healing
framework for failure detection and mitigation, we need a classification that can be used
to effectively categorize the failures while stressing the domain specific constraints and
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classification of failures [12], which considers the component or system as the provider
of a service or a set of services, each consisting of a particular type of value delivered
within a defined interval. The model shown in Figure[@specifies Pumfrey’s categories of
software failures that may occur: provision failures, timing failures, and value failures.

— Provision Failure. Both omission failures and commission failures are considered
provision failures, as the former indicates no service is delivered while the latter
delivers services that are not required.

— Timing Failure. This includes late or early delivery of service. The timing failure is
usually associated with certain time constraints, which can be a real time constraint
or a relative deadline with respect to certain events. For example, a time limit can be
imposed on the alarm correlation process in a fault management system, as opposed
to the relative deadline which states that “the alarm correlation must be completed
before the next batch of alarms is received”.

— Value Failure. This type of failure is defined by the incorrect value provided by the
service.

Each type of failure requires its specific failure detectors. The effects of such failures
can be divided into three categories based on their risk index assigned by the analyzer:
insignificant, moderate, and significant. Although most methods proposed and used for
failure risk analyses are mainly analytical, thresholds and criteria for such divisions are
very domain specific and usually obtained empirically.This implies that certain adap-
tive behavior, such as learning and reasoning, is needed to support the decision making
process. Similarly, the invocation of failure mediation strategies also requires adaptiv-
ity. In our proposed model, based on the notion of self-healing, we divide the existing
mediation strategies into three categories: report, rejuvenate, and recover.

— Report. When the risk of a failure is considered insignificant (i.e., it will not af-
fect the normal operations of the system), it is only required that such a failure be
reported and recorded. No immediate action is necessary in this case.

— Rejuvenate. Software rejuvenation, defined by Huang et. al. [13]], resolves the fail-
ure by safely stopping the current operation and restarting the application. This
strategy usually is more powerful when a failure is highly likely or present that is
hazardous yet not fatal to the system operation. Predictive models are thus particu-
larly useful for rejuvenation actions.

— Recover. Rejuvenation terminates software execution and restarts it before a failure
occurs. In contrast, recovery is needed after a failure occurs. This usually includes
failure quarantine/masking, consequence/risk mitigation, and removal of the causal
faults.

To illustrate how the mitigation strategies can be adaptively decided, we use the tran-
sition model for software rejuvenation proposed by Huang et.al. in [13] as shown in
Figure[3l In this research, a system is modeled as a graph where states are used to cap-
ture the system status and edges representing the transitions between states. Every edge is
associated with a rate/probability of transition. Initially, a system in state Sy is function-
ing as required. If the system supports rejuvenation, then over time a system transitions
from Sy to S, with rate Ry. In state S), the system is considered to be in an unstable
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Fig. 5. Transition Model for Software with Rejuvenation

state; note that it has not reached the failed state, Sy. While in state S),, the system has
two possible actions given the nature of the failures and the system context. It can either
take a rejuvenation action to go through S, in an attempt to return to Sy or, if the risks
posed by the failures possible in this particular system context are considered too high,
then the only path the system can take to return to .Sy is through failure recovery (Sy).
Since a number of methods exist that provide reasonably reliable solutions to estimate
model parameters, the transition model can be used as an effective means to support the
adaptive selection of a mediation strategy from the above listed three categories of mit-
igation actions. Note that Figure F] defines a model that can be extended or used as is.
However, the failure rate needs to be estimated for a model to be used for a given system.
For instance, if we assume that the failure rate is an exponential distribution, then we can
build a set of differential equations for these rates using that failure distribution.

4 Model-Driven Aspect-Oriented Self-healing Adaptation

The previous sections describe the model-based approaches to model, analyze, and pre-
dict failures for self-healing. However, for any type of autonomic system, of which
self-healing is a must-have capability, the static adaptation strategy that is designed to
handle failures upon certain statically defined events cannot suffice the needs for dy-
namic adaptation. As the system evolves, the same type of failure occurs in different
contexts could imply different magnitude of risks and thus requires different mediation
strategy. To realize adaptive self-healing, the actions to be taken on the failures and
their related objects must be adapted accordingly. This motivates us to investigate the
dynamic generation of mediation strategies using an aspect-oriented mechanism, which
enables mediation strategies to be modeled as aspects and dynamically generated and
executed through dynamic aspect weaving.

4.1 Model-Driven Aspect-Orientation

Most existing model-driven self-healing approaches rely on modeling techniques to
specify the healing behavior in design time as part of the system activity models. Ac-
tivity modeling, as one of the main UML techniques for specification of the behavioral
aspects of a system, is often applied to document workflows in a system, e.g., the logic
of a single operation, the scenario of a use case, or the flow logic of a business process.
Due to the increasing complexity of software systems, activity models may involve
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numerous activities that are tangled within the boundary of a single module. In other
cases, a single activity may be scattered across several different activity modules. Such
activities are defined as crosscutting concerns that are hard to modularize into separate
units using existing software composition techniques. Examples are timeout monitors,
logging or error handling activities that spread across the base functionality of the sys-
tem. The occurrence of tangling and scattering often leads to several impediments to
system comprehension and maintenance:

— Discovering or understanding the representation of a specific crosscutting concern
that is spread over the system hierarchy is difficult, because the concern is not
localized in one single module. This limits the ability to reason analytically about
such a concern.

— Changing concerns to reflect changing requirements is also difficult and time con-
suming, because the engineers must go into each relevant module and modify the
specific elements one by one. The change process is error-prone and affects pro-
ductivity and correctness [14].

Aspect-oriented software development (AOSD) offers a powerful technology for
handling such concerns, whereby the crosscutting is explicitly specified as an aspect. An
aspect-oriented extension can be applied to activity modeling for encapsulating cross-
cutting concerns into the constructs of aspects, which are systematically integrated with
(a.k.a., woven into) the base activities by an underlying aspect weaver. Motorola has
previously developed an industry-strength weaver for enabling aspect-oriented weav-
ing for UML statecharts as well as activity models [16]. The goal is to provide design-
ers with more coherent and manageable activity modules through the clean separation
of concerns. Such an aspect-oriented approach offers the fundamental support to self-
healing adaptation by separating the dynamic and adaptive self-healing activities, ex-
pected or unexpected, which are involved in healing activity specification as dictated by
the above-mentioned failure models.

4.2 Two-Step Aspect Weaving

Adaptive mediation is characterized by its ability to analyze the failures followed by
dynamically determining the most appropriate remedy and applying that remedy to
mitigate the risks. We propose an aspect-oriented approach as depicted in Figure [6] to
realize adaptive mediation. It contains two steps of aspect weaving: the first step uses
static weaving of the base system and failure detector/analyzer; and the second step
uses runtime dynamic weaving of the instrumented system and failure mitigators.

As mentioned in Section 3] failure detectors and analyzers are intended to capture
anomalous status of the software system and analyze the risk of the failure, so as to
provide adaptive mediation strategies for self-healing. In this sense, failure detectors
and analyzers can be encapsulated in static aspects and woven into the base system
before runtime. Figure [7] shows an example of an aspect activity model for detecting
and analyzing timeout failure. The proceed action refers to any activity that has sen-
sitive timing concerns and needs to be analyzed upon the timeout failure. The aspect
model intercepts and wraps the proceed activity and a timer with an interruptible activ-
ity region (denoted as a dashed rectangle with rounded corners), which represents that
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whenever the flow leaves the region via interrupting edges, all of the activities in the
region will be terminated. Specifically, if the proceed activity completes execution suc-
cessfully before it runs out of time, the control of the flow will return to the base process
(via the bull’s eye symbol) and continue with the next activity that follows the proceed
action. Otherwise, the proceed process will be shut down properly and a timeout failure
will be captured and passed to the failure analyzer (a detailed specification of the fail-
ure analyzer is omitted here due to the space limitation). The failure detector/analyzer
model is used to derive or generate source code specified in an aspect language (e.g.,
Aspect] [[17]]), which is in turn integrated with the base code through a static weaver
(e.g., Aspect] weaver). The result is an instrumented system that contains the capability
of failure detection and analyzing.

Based on the different system context during runtime, different mediation strategies
can be applied for the same failure. Some of these mediation activities are generic (e.g.,
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report in form of logging and warning). Others may involve specific techniques for re-
juvenation and recovery. We leverage the advantages of dynamic aspect weaving [18]]
to support adaptive mediation. Each mediation strategy is specified in an aspect that is
derived from the corresponding mitigator model (as shown in Figure[6). These aspects
are then dynamically selected, instantiated and bound to the base system in response to
context changes at runtime with the help of an underlying dynamic weaving framework
(e.g., AspectWerkz[[19]). Dynamic weaving allows different mitigators to be specified
and developed apart from the base system. Furthermore, mitigators can be inserted or
removed dynamically without recompiling or restarting the system. By uniting mod-
eling with static and dynamic weaving techniques, our model-driven aspect-oriented
approach offers great flexibility and efficiency to specify, implement and deploy soft-
ware systems with adaptive self-healing capability.

5 Conclusions

It has been proposed in the past that self-healing could be designed into system archi-
tecture to improve the system reliability and performance [20]. A number of generic
failures are pre-defined and associated with well-categorized faults and then addressed
by detection, isolation, and restoration. Although some of the issues with software fail-
ures can be tackled using service replication as proposed by the authors in [6]], adaptable
on-line monitoring and self-healing approaches are rarely defined for software failures
simply because many unexpected and unforeseen software failures can only be detected
during run-time execution. Related research towards adaptive self-healing still focuses
on the architectural styles and requirements for adaptable self-healing capabilities [21]],
providing a solution from system design using architectural description languages or
modeling techniques. Instead of statically designing and architecting for self-healing,
we propose an adaptive control scheme to dynamically adapt self-healing behavior to
system contextual changes. We demonstrate the feasibility of such an adaptive paradigm
by using the existing modeling techniques for failure specification, leveraging the ad-
vances of reliability engineering for adaptive decision making, and accomplishing the
adaptive failure mediation by aspect-oriented development.

Our future work will be focused on exploring the proposed methods to support self-
healing capability for real-world systems. We will also deploy policy directed self-*
capabilities in the context of model based policy based autonomic networking systems
[22], for instance, specifying and modeling policies at high levels and then mapping
them with various parameters and constraints for adaptive self-healing operations, all
of which will be based on more general and advanced techniques for failure prediction,
classification, reasoning, and intelligent strategy selection for failure mediation.
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1 Introduction

Recently, the use of structured and unstructured Peer-to-Peer (P2P) networks for
supporting multimedia services in the Internet, such as P2P streaming, has attracted a
great deal of attention. Unstructured P2P networks, such as Gnutella [7], BitTorrent
[8], Freenet [9], and more, organise peers in a random graph in flat or hierarchical
manners (e.g. SuperPeers layer) [10]. In contrast, structured P2P networks, such as
Content Addressable Networks (CANs) [11], Pastry [12], Chord [13], and more, as-
sign keys to peers, organising them and mapping data items to such keys. However,
the possibility of utilising the scalable and decentralisation features of P2P techniques
[14] for solving service management challenges in large-scale, heterogeneous net-
works with time varying topology such as Future Internet Networks (FINS) has not
been fully realised.

FINs consist of nodes that are heterogeneous end user devices such as mobile
phones, MP3 players, PDAS, servers, etc., that are sharing services through wired or
bandwidth-limited channels. FIN nodes[1][2][3] are dynamic, that they may joinin and
leave a service domain (i.e. P2P services, connectivity services, etc) a any time. Ser-
vices reside on nodes; thus, as nodes join and leave the network, service availability in
the network changes. The mgjor chalenge in developing a common control space for
service management in dynamically changing, bandwidth-limited networks is to identify
the availability of different types of services that are currently available to end users.
Notethat an end user service may be implemented by composing several services.

In order to determine the availability of different types of services in the network,
as with WebServices [15], a consistent and distributed context service directory is
needed. This service directory should be distributed alowing the system to be scal-
able. This paper presents a novel protocol, known as the Overlay Management Back-
bones (OMBSs), which assigns different service availability monitoring tasks to peers
in a dynamically changing network in an automatic and self-organising manner [16]
hence the title of this paper. This protocol involves selecting and continuously main-
taining a set of nodes in the network to act as distributed service directories. These
service directories keep track of the different types of services that are currently avail-
able in the network, and are able to re-direct consumers or other management entities
to access the services that are needed to implement more tailor-made service(s) that
consumers want. Our solution achieves these goals, by utilising structured P2P sys-
temsi.e. Distributed Hash Tables (DHTS).

The Section 2 of this paper provides background information of the concepts ad-
dressed in this paper. Section 3 describes the OMB protocol and Section 4 presents
some evaluation results. Finally Section 5 concludes the paper and gives some further
work.

2 Background

2.1 Viewson Autonomic Internet /Futurelnternet Networks

Networks are becoming service-aware. Service awareness means not only that all
digital items pertaining to a service are delivered but also that all business or other
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relations pertaining to a service offer are fulfilled and the network resources are opti-
mally used in the service delivery. In addition, the network’s design is moving to-
wards a different level of automation and self-management. The solution envisaged in
[1][17] is based upon an optimised network and service layers solution which guaran-
tees built-in orchestrated reliability, robustness, mobility, context, access, security,
service support and self-management of the communication resources and services. It
suggests a transition from a service agnostic Internet to service-aware network, man-
aging resources by applying Autonomic principles as depicted in Figure 1. In order to
achieve the objective of service-aware resources and to overcome the ossification of
the current Internet, [1][17] aims to develop a self-managing virtual resource overlay
that can span across heterogeneous networks and that supports service mobility, secu-
rity, quality of service and reliability. In this overlay network, multiple virtua
networks could co-exist on top of a shared substrate with uniform control. Ambient
networking [5] addresses also the needs of future mobile and wireless systems as well
as providing innovative solutions for “fixed-mobile convergence’. The main feature
of an Ambient Network is an Ambient Control Space (ACS), which can be used to
integrate and interoperate seamlessly any existing networks [18][5].

Autonomic Internet
" il Intelligent
|s.m.ﬁ| |s.ma[_| |s.rmf:| i | Orchestration
S || (6lobal & Lacal)
Collect
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Self-Management: Enables for
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-Healing Ubi q"wi tous Virtual - Context
-Protecti on ‘S\ec:scse support
-Contextualisati on Ublquitous Connectivity - Management
Change Decide Node Resources
Enhance g0 o
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| Physical Layer |

Fig. 1. Autonomic Internet

2.2 Requested Features: Self-management and Context-Awareness

Currently, network management faces many challenges: complexity, data volume,
data comprehension, changing rules, reactive monitoring, resource availability, and
others. Self-management research started in 1989 [16] and it aims to automatically
perform these tasks. The first main aim of Self-management systems is that they man-
age complexity, possess self-knowledge, continuously tune themselves, adapt to
unpredictable conditions, prevent and recover from failures and provide a safe envi-
ronment [19][20]. The second main aim [19] of Self-management systems is that they
exhibit self-awareness properties, in particular self - optimisation; - organisation; -
configuration; -adaptation/contextualisation; - healing; - protection.
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On the other hand, the term “context aware” was first used in [21], which referred
context as locations, identities of nearby people and objects and changes to those
objects. In [22], the term of context was defined as locations, identities of the people
around the user, the time of day, season, temperature, etc. Other refinements of the
definition consider aspects of context [23] like: where you are, who you are, and what
resources are nearby. In [24], context was defined to be the subset of physical and
conceptual states of interest to a particular entity. One key definition for service con-
text was espoused in [25] and can be adapted for this paper as service or network
context "Any information, obtained implicitly or explicitly, that can be used to char-
acterise the situation of an entity involved in an application or service, especially the
information that refers to the constantly changing environment of an entity. That
information must be relevant to a service or application. An entity can be a physical
object such as a person, a mobile host, a physical link, or a virtual object such asan
application, process or computational object that is relevant to the application or
service involved". Network context characteristics include i. Network description (e.g.
network identity, location, access-types, coverage); ii. Network resources in general
(e.g. bandwidth, supported services, available media ports for media conversion,
available Quality of Service (Qo0S), security levels provisioned); iii. Flow context
characteristics: flows are a possible embodiment of the interaction between the user
and networks [26]. Context information that characterizes these flows may be used to
optimise or enhance this interaction including: the state of the links and nodes that
transport the flow, such as congestion level, latencyl/jitter/loss/error rate, media char-
acterigtics, reliability, security; the capabilities of the end-devices; the activities,
intentions, preferences or identities of the users; or the nature and state of the end-
applications that produce or consume the flow. Service context characteristics
include: i. Service profiles; ii. Service resources, iii. Service qualities (e.g. Q0S), iv.
Service execution environment characteristics, v. Service configuration characteris-
tics, vi. Service life cycle characteristics.

In aFIN service management system, a service directory that tells one where to ac-
cess different types of services, should be capable of determining the availability of
service context in a dynamically changing network. New tailor-made services can be
provided to consumers by dynamically locating sources of different service context.

2.3 DHTs: Overview and Challenges

The solution presented in this paper utilises DHTs whose essential concepts using the
Content Addressable Networks (CAN)-DHT as the underlying technique are pre-
sented in this Section. The fundamental concepts of different DHT implements are the
same. For more detailed information, readers are referred to [10].

The essential element of a DHT isits keyspace. It is represented in a 2D array and
is split between the DHT member nodes. Assume that, initially, thereis only one node
in the FIN. This node, say, node A, owns the entire DHT keyspace (Figure 2a). When
the next node (i.e. node B) attempts to join the DHT, the new joining node randomly
computes a point in the DHT keyspace. Node A will pass to node B the portion of
keyspace that contains the point selected by node B; hence, the original keyspace is
split (Figure 2b).
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Fig. 2. Example CAN-DHT keyspaces

The keyspace passing process, essentially, means that: i) node A keeps a reference
in its record that a portion of its keyspace (which is represented as a 2D array) is how
assigned to node B; ii) hode A notifies node B about the size of the original 2D array
(i.e. the entire key space) and the section of the 2D array that node B has control over.
The same applies for other new joining nodes i.e. node D and node C (Figure 2c and
Figure 2d). The DHT keyspace ownership for 4 nodesis shown in Figure 2d.

To locate an item using the established DHT, the identifier of the item is hashed.
Thiswill map to apoint in the DHT keyspace. The node that owns a keyspace portion
that covers the point is responsible for holding that item (or holding the address of
which the item is located). For example, node C maps an item name to a keyspace
point (i.e. point xxxx in Figure 2). This point is covered by the keyspace portion cur-
rently owned by node A. However, node C does not see beyond its immediate DHT
overlay neighbours (i.e. node B and D). But it knows that the point is “somewhere at
the left-hand corner of the DHT keyspace” [11]. It therefore sends a request (i.e. a
request for the item of interest) to its immediate overlay neighbour that isin the cor-
rect direction, in this case, node D. Node D aso knows that the point is somewhere at
the left-hand corner of the DHT keyspace; thus, it will pass on the request to node A.
Node A can service the request. This decentralise overlay routing feature is an impor-
tant element of DHTSs. It is this feature together with the mapping facility that makes
DHTsscalable[10].

We have previoudly addressed [18] some of the inefficiencies of existing DHTs for
wireless and maobile networks. In [27], we have discussed how alarge area of wireless
network can be covered by multiple DHTs that are bootstrapped to support individual
nodes characteristics and requirements enabling nodes to avoid unnecessary negotia-
tions during the DHT setup and maintenance process. One piece of work that is
closely related to the OMB protocol is the RDFPeers [28] that focuses on developing
a distributed repository p2p system. It stores triples at three locations in an address-
able network, and provides guarantee to quires should the triple exists. Our work in
contrast focuses on reducing the need of extended negotiation for setting up the direc-
tory service for which a number of challenging issues need to be addressed.
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A service directory is capable of collecting information on service availability in
FINs, and disseminating the collected information to consumers. Assuming FIN ser-
vices are pre-defined, perhaps the simplest solution would be to pre-appoint a node
(or a set of nodes) in the network to collect and disseminate network-wide service
availability information (similar to the idea of having one receptionist which redirects
queries in an office). However, such system would be centralised and static, which
would not suit the decentralised and dynamic nature of FINs. A challenging approach
leads to the investigation of techniques for continuously and dynamically selection of
aset of nodes, to act as service directories. These nodes should be capable of keeping
track of the real-time availability status of different service context in the network.

The concept of having nodes in the network to carry out management-oriented
tasksis similar to the SuperPeer concept in P2P networking [29][30][31], that a subset
of peers— that are considered as more capable of carrying certain tasks (such as those
with more power, more processing power, etc.) — are dynamically selected or elected
to take up certain managerial responsibilities in the network. A set of nodes is pre-
ferred because this arrangement is more distributed and more robust: should one node
fail, others are there to “backup”. SuperPeer election generally requires peers to com-
pete against each other in order to determine the most capable peersin the network.

In rapidly changing network environments with relatively limited-bandwidth, dy-
namic negotiations for SuperPeer election, and subsequently re-election are not desir-
able due to the increased overhead they present. The negotiation overhead is dependent
on the number of participating nodes (i.e. the more nodes negotiating at one time, the
more overhead). It also depends on node mobility (i.e. re-election takes place when
nodes move in and out). Thus, high node mobility would, potentialy, result in frequent
SuperPeer re-election. More importantly, SuperPeer re-election may result in a loop:
negotiation — SuperPeer elected — new node joins — re-negotiation.

3 Rlay Management Backbone (OMB)
This section describes fundamental concepts of our solution, the OMB protocol.

3.1 System Overview

Our solution uses DHTs to determine which network nodes become service directo-
ries. These nodes are the OMB nodes. An OMB node is responsible for locating a
particular type of service context, and disseminating the information to others.

For example in Figure 3a, node OMB_A locates where the requested movie files
is, and node OMB_B locates the QoS-controller(s) in the network. These nodes pro-
vide the information to support the implementation of the end-user’s service. These
OMB nodes, together with the node where the end-user resides, the node where the
movie file is located, and the node where the QoS-controller is located, creates a ser-
vice-specific overlay, i.e. a QoS-guaranteed movie-delivery-overlay, to serve the end-
user’s specia needs. The challenge is to dynamically select a set of nodes to become
the OMB nodes for different types of service context in the networks, and to re-select
the OMB nodes if the selected nodes fail (i.e. when their power runs out, move out of
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range, etc.). The identities of these selected nodes must aso be made known to all
other nodes in the network, without additional overhead to suit the limited-bandwidth
environment of FINS.

3.2 TheOMB Protocol

Our approach towards selecting which node to become which service context locator,
i.e. an OMB node that collects information of a particular type of service, is based on
a mapping of service names using the DHT protocol. For example, if a DHT uses
SHA-256, we will hash the name of the service using SHA-256, which will return a
256-bit keyspace identifier (Figure 4).

The DHT member node that owns the keyspace portion also contains the corre-
sponding keyspace identifiers. This node will become the OMB node responsible for
those particular types of service context. Figure 3b for example shows a simple ex-
ample DHT keyspace ownership in an FIN. Assuming there are initially four nodesin
the network, each owns a portion of the DHT keyspace. The keyspace identifiers aaaa
and bbbb are within the keyspace portion of node A, thus node A becomes the OMB
node for SERVICE_01 and SERVICE_02. This means node A becomes responsible
for collecting availability information of movies and QoS-controllers in the network.
Similarly, node D owns point cccc, so node D is the OMB node for SERVICE_03,
and so on. If node A wants to know which node is the OMB node for SERVICE_03,

SERVICE 01 (locate movies):
SHA-256(SERVICE 01) — aaaa
SERVICE 02 (locate QoS-controllers):
SHA-256(SERVICE_02) — bbbb
SERVICE_03 (...):
SHA-256(SERVICE 03) — cccc

Fig. 4. Mappings between service names and DHT keyspace identifiers
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it maps the name of SERVICE_03 to the corresponding DHT keyspace identifier, i.e.
ccce (Figure 3b). Then, by DHT overlay routing, it will (indirectly) route its request to
node D, which is the OMB node for SERVICE_03. The advantage of this arrange-
ment is obvious — without any form of (real-time) negotiation, we have achieved two
objectives: to dynamically assign service context collection tasks to nodes, and to
dynamically disseminate the information on “which node knows what” to others.

3.3 Addressing Node M obility and Heter ogeneity

To illustrate how our system addresses node mobility, assuming a hode now joins the
DHT (i.e. node E in Figure 3b). When it joins the DHT, it obtains a portion of the
DHT keyspace from existing members of the DHT, using the standard/revised DHT
protocols (explained in section 2.3). Assuming that it has obtained its keyspace por-
tion from node A, it now owns the keyspace identifier bbbb (Figure 3b). Thus, we say
that, node A has “transferred” its responsibility (of SERVICE_02) to node E. Thisis
an importantly feature in our system — it enables balanced loading: the DHT joining
process requires random keyspace partitioning; thus, statistically, keyspace ownership
is balanced between all DHT nodes. Hence, the OMB load across al nodes in the
DHT is aso balanced. This enables the OMB protocol to be completely decentralised
i.e. no one node is permanently responsible for collecting one type of service context.
Also, when new nodes join, tasks are automatically transferred to the new joining
node, which enables balanced loading in the network. Also note that, no other nodes
in the network needed to be explicitly notified of the recent transferral of responsibil-
ity between node A and node E (in contrast to SuperPeer approaches where the identi-
ties of new SuperPeers must be explicitly published to peersin the network).

Now, suppose an end-user that resides on node C wants to know which node is re-
sponsible for SERVICE_02. Originally, before node E joins the network, node A is
responsible for SERVICE_02. When node C maps the service name to keyspace iden-
tifiers (i.e. bbbb), it will route its request through DHT overlay routing. For example,
it will send its request to node D. Because node D is an immediate overlay neighbour
to node E, according to the DHT overlay routing, it knows that node E is likely to be
responsible for SERVICE_02 [11]. Hence, node D will pass on the request to node
E, which will service node C’s request accordingly.

Note that, so far, the discussion assumes that all nodes are capable of carrying out
the service context collection tasks that they are assigned to be responsible for. How-
ever, in reality, nodes are heterogeneous, they have different features and capabilities.
Thus, not all nodes are capable of doing so.

The OMB protocol addresses this heterogeneity issue in the network by requiring
the overlay neighbouring nodes to an OMB node (i.e. the origina OMB node) to
carry out the same service context collection task. These nodes are known as the
deputy OMB nodes.

For example in Figure 5a, suppose the original OMB node is expected to be re-
sponsible for a particular type of service context. The nodes that own keyspace por-
tions immediate neighbouring to the keyspace portion of the original OMB node (i.e.
the ones marked with a hexagon) should carry out the same service context collection
task as the original OMB node. These deputy nodes are useful because they act as
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the backups when: 1) the original OMB node is not capable of carrying out its task
(e.g. it has little processing power); 2) the original OMB node is no longer capable of
carrying out its task (e.g. it runs out of power); 3) the network is heterogeneous i.e.
not all deputy nodes are capable of carrying out their tasks; thus a set of deputy nodes
are selected so that they can “backup” the original OMB node.

If any of the OMB nodes become incapable, but they are queried by an end-user,
the node will query its immediate overlay neighbours (which host the deputy OMB
nodes) for the service context of interest. The incapable node also updates its cache
with the service context obtained from its neighbours, and responds to the end-user as
if it was the source of the result. Optionally, the incapable node or its deputy may also
inform the end-user or an autonomic manager through its response that it isin fact an
incapable node, and refer the end-user to one of its capable neighbours so that next
time such entity can avoid contacting the incapable node.

Generally speaking, the larger the network, or the more heterogeneous the network,
more deputy nodes would be needed. Also, if routing locality were optimised, that the
overlay neighbourhood maps to physical network neighbourhood, the deputy nodes
would tend to be physically near to each other, which would result in uneven load
balancing. Thus, we introduce two factors, known as the neighbourhood scale N, and
the network scale M, to control the scale of deployment of the OMB protocol.

The factor N determines the radius of deployment of the OMB protocol. For exam-
ple, in Figure 5a, the radius of deployment is set to 1 and 2 respectively. If N=1, the
immediate overlay neighbours to the original OMB node become the deputy OMB
nodes (i.e. marked with a hexagon). If N=2, the immediate overlay neighbours to
those deputy OMB nodes also become the deputy OMB nodes (i.e. marked with a
triangle).

We have discussed that if routing locality is optimised, the deputy nodes tend to
locate in nearby neighbourhood, which may result in uneven loading in the network.
The M factor is designed to optimise the protocol when uneven loading happens due
to optimised routing locality. M=1 when there is only one original OMB node (i.e. the
one marked with adark circle); M=2 when there is an additional (original) OMB node
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(i.e. the one marked with a hollow circle), and so on. The additional (original) OMB
node is determined using a similar approach to the mapping logic as discussed in an
earlier section, but by multiple hashing (Figure 6). Multiple hashing means:

1) Hash the service name (i.e. SERVICE_01) with, say, SHA-256, which gives a 256-
bit keyspace identifier (#1). The node, which owns a keyspace portion of the DHT
that covers this point, isthe original OMB node.

2) If M=2, hash the result of step 1 (which was a 256-bit keyspace identifier) using
SHA-256, which gives a new 256-bit keyspace identifier (#2). This new identifier
refers to another keyspace point in the DHT keyspace (Figure 5a). The node that owns
a keyspace portion of the DHT that covers this new point is the additional (original)
OMB node.

When M=1:

SHA-256(SERVICE 01) — keyspace point of the original OMB node (#1)

When M=2:

SHA-256(SERVICE_01) — keyspace point of the original OMB node (#1)

SHA-256(SHA-256(SERVICE 01)) — keyspace point of the additional (original)
OMB node (#2)

Fig. 6. Multiple hashing

N and M may be used together to control the scale of deployment of the OMB pro-
tocol. The values for N and M are determined by the size of the network, and also the
level of heterogeneity and mobility of the network (i.e. the failure rate). The level of
heterogeneity and mobility are specific to the current conditions of the network,
which means they are some form of service context. Thus, they are provided by some
network condition monitoring services that are identified and located by OMB nodes.
This means that, when a node joins the network, it queries the OMB node that is
responsible for locating the network monitoring tools, and obtains the necessary
information on N and M.

Figure 5b presents the design of the FIN control space, which utilises available
service context in the networks to implement tailor-made end-user services. The
OMB node, that is responsible for locating network monitoring tools, provides access
to network heterogeneity and mobility information to the FIN (the information on
where the monitoring tools are currently located in the network). In turn, the FIN
control space uses this information to control the size of deployment of OMB nodes
in the network (viaN and M).

4 Evaluation

This section evaluates the OMB protocol in terms of scalability, efficiency and ro-
bustness. Key OMB features are analysed as compared with other approaches that
generally require dynamic negotiation (i.e. SuperPeer [10], RDFPeers [28]). The
evaluation software was written in Java and run on a Linux box with an Intel Core2
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CPU (1.83GHz) and 1G RAM. Our program essentially contains a 2D array repre-
senting a2D CAN DHT keyspace, which are recursively allocated to joining peers.

4.1 Scalability Advantage of the OM B Protocol

We first compare how many messages would need to be exchanged in order identify
the OMB node responsible for collecting information on the availability of a specific
type of service context. In the SuperPeer approach, this would be to determine the
responsible SuperPeer. We assume that the most suitable SuperPeer is the one with
the most processing power. We used broadcast as the mechanism for negotiation in
the SuperPeer approach [31][32].
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Fig. 7. Scalability evaluation

From the results shown in Figure 7 the SuperPeer approach does not scale due to the
number of messages needed to be exchange. Negotiation involves the use of a shared
medium (i.e. broadcast), and the negotiation traffic would depend on the size of the
entire network. The larger the network, the heavier the overhead. Note that if a new
node joins, the same process would have to be repeated. On the other hand, the OMB
protocol is much more scalable, dis-regard of the network size. Thisis achieved through
the utilisation of the underlying DHT in the network. As for the storage requirements, a
node needs only to maintain a keyspace map, and a list of its immediate physical
neighbours. The latter is limited to the ad-hoc range of the device (e.g. a few nodes at
most); as for the keyspace maintenance, the node only needs to maintain a list of its
virtual neighbours. The degree of this scale of maintenance depends on how evenly
fragmented the keyspace is. statistically, load balancing can be assumed in DHT (i.e.
every node has equal chance to obtain any portion of the keyspace). Thus, we can safely
assume that the keyspace would be divided evenly in the long term; hence, the number
of virtual neighbours needed to be maintained by one node islimited.
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4.2 Efficiency Advantage

Search efficiency is optimised in DHTS, in the sense that overlay hop count is limited.
Standard DHTs do not optimise routing locality meaning that the overlay routing does
not map with the underlying physical routing. Our previous work has designed a proto-
col that optimises DHT routing locality [18][27]. By utilising the underlying DHT in the
OMB protocol, search efficiency to locate a particular OMB node is enhanced, too.
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-
\

25 75 125 175

~
~
n

DHT overlay network size

* Standard OMB Protocol - Log ( Standard OMB Protocol)

Fig. 8. Efficiency evaluation

The efficiency of the OMB protocol (N=0, hence only one OMB node per service
context type) is evaluated by determining the average number of overlay hops needed
by a randomly selected end-user node (which is aso an overlay member) to reach a
particular type of OMB node in the overlay, in networks of different sizes. We as-
sume all nodes in the network are 100% capable of hosting any type of OMB nodei.e.
node failure rate=0% (see later for evaluation on robustness of OMB node). By set-
ting only one OMB node per type in the network, the average hop count is most likely
to be higher.

Figure 8 shows how the overlay hop count varies in overlay networks of different
sizes. The OMB protocol is efficient because there are only a few overlay hops in be-
tween an OMB node and the end-user (~6 overlay hops for a 225-node network). We
have discussed that our protocol is applicable when routing locality is optimised, by
having additional (original) OMB nodes in the network. The sope of the curve gradu-
ally decreases as the size of network increases. Thus, the effect of a network with an
increasing size has limited impact on the search efficiency of the OMB praotocaol.

4.3 Robustness Evaluation

Robustness (when a failed node is backup by others) evaluation is achieved by adjust-
ing the values of N and M to maintain a certain number of active OMB nodes in the
network. We set M=1, so that there is only one original OMB in the network. This
OMB node may fail, so we adjust the value of N to increase robustness, which
increases the number of deputy OMB nodes in the network. We have discussed that
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Fig. 9. Robustness evaluation

the value of N (and also M) depends on the failure rate, which in turn, depends on the
network heterogeneity and mobility. Figure 9 shows that, in order to maintain a cer-
tain number of OMB nodes in the network (i.e. 10% of the total nodes in the net-
work), N can be set to different values in order to accommodate different failure rates.
Therefore, the provisioning of N (and also M) in the OMB protocol provides the
necessary facility to adjust the level of robustness.

The OMB protocol is designed for scalability, efficiency and robustness. The iden-
tities of the OMB nodes are determined and disseminated dynamically without any
form of dynamic negotiation: the underlying DHT enables any users to efficiently
locate which node is responsible for which type of service context. Also, consumers
or autonomic managers may access service availability information via the original,
deputy, and additional OMB nodes in the network, which means single point of fail-
ure is avoided. The end-user’'s request routes its way through the DHT to the (origi-
nal) OMB node via DHT overlay routing. Thus, the request is intercepted and
serviced by the first intercepting OMB node. This means that, the system is decentral-
ised. Also, efficiency is enhanced because an end-user’s request may be serviced by
the nearest OMB node.

The load-balancing feature of the OMB protocol makes OMB more scalable and
efficient: no one node in the network is responsible for collecting one type of service
context. In fact, the entire system is distributed, that when new nodes join, responsi-
bilities may be transferred to these nodes. Similarly, if an OMB node becomes an
incapable node, its assigned responsibilities are automatically transferred to the
backup nodes. All these are made possible without any form of dynamic negotiation
between nodes.

5 Conclusionsand Further Work

The key concept of Future Internet Network (FIN) is to develop a common control
space, which enables service sharing across heterogeneous end-user devices through
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wired and wireless channels. In order to utilise service deployment in FINS, thereisa
need for a system that can dynamically determine the availability of different types of
service context in the network. This implies that, some service directories, which
indicate which service is available where, are needed in FINs. This service directory
should have a self-organising mechanism that would efficiently and automatically
determine a set of nodes in the network to carry out dedicated service context tasks.
Existing similar approaches, such as the SuperPeer approaches, use real -time negotia-
tions to assign tasks to the most suitable nodes in the network. However, due to node
mobility, the negotiation process may result in a loop. Also, the higher the level of
dynamicity in the network, the more frequent the negotiation process may take place.
Since negotiations are usually conducted through broadcast or multicast, frequent
negotiation means frequent broadcast or multicast. Frequent use of a shared medium,
particularly in bandwidth-limited environment, should be avoided.

This paper presented the OMB protocol, which enables automatic and self-
organising service context task assignations in FINs. No dynamic negotiation is
needed between peers even when the network has a high mobility. The OMB protocol
features load balancing, by evenly distributing service context tasks to peers in the
network through the utilisation of the underlying DHT in FINs. Our solution is com-
pletely decentralised and self-organised, and it is designed to be efficient and scalable.
Enhanced robustness of the protocol is achieved by adjusting the values of N and M
respectively, which controls the number of active OMB nodes in the network.

Future work includes: i. use of OMBs for different network management applica-
tions; ii. applying and using the OMB protocol for management of virtual networks,
iii. quantification of the level of mobility/or network topology change; iii. assessing
the impact of energy usage in the OMB selection; iv. synchronisation of deputies with
the original nodes; v. defining a scalable and efficient mechanism for all nodes within
the FIN control space to participate in request for tailored consumers’ service propos-
a's, assuming participant nodes have their own interests of association, service provi-
sioning constraints, level of commitment and their own business objectives. The goal
for this critical mechanism is to quickly converge towards an acceptable solution for
the provisioning of the target service; vi. An Autonomic Network Programming I nter-
face (ANPI) dedicated to autonomic services deployment in the networks is currently
under development. It will be based on the OMB protocol to efficiently access to
large decentralized service repositories.
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Abstract. This paper presents a novel self-management model for resource
allocation in an autonomic system (AS) comprised of individual, but social, auto-
nomic entities (AEs). Each AE is associated with an interdependent utility func-
tion that, not only models its utility over its resource allocations, but also depends
on other AEs allocations and, hence, the global AS welfare. Pervious utility-based
approaches are limited to representing the AS as a set of independent AEs that
aim at self-optimizing their performance unaware of other AEs’ behavior. In con-
trast to these dominant approaches, the proposed scheme efficiently models var-
ious social behaviors, such as cooperation, selfishness and competition, among
those AEs to dynamically change the overall resource allocations in different
scenarios such as in the case of anomalies or varying service demands. These
behavior patterns are incorporated into the utility function of each AE which is
composed of two components, local and global utilities. The former reflects the
AE’s utility of its resource consumption while the latter is dependent on the other
AEs’ consumptions. By controlling these utilities, AEs create a social commu-
nity where they lend/borrow resources and reward/punish other well/mal- behav-
ing AEs. Experimental results demonstrate that creating such a social AS is more
efficient than simplified systems of independent utilities.

Keywords: Autonomic computing; utility functions; interdependent utilities.

1 Introduction

Distributed computing systems, including geographically dispersed networking sys-
tems, grid computing environments, and massive data centers, are becoming an integral
part of our lives today. These systems uniquely federate and manage heterogeneous re-
sources across multiple domains to provide services for a large number of users. How-
ever, as their complexity and size continue to grow exponentially, the management of
these systems is becoming a bottleneck, and hence, necessitating the development of
efficient self-management solutions. The basic goal of these solutions is to allow any
distributed system to continuously monitor its own behavior and to adapt its operations
with minimal supervision. Ultimately, the success of these solutions would create what
is referred to as an autonomic system (AS) that is capable of self -configuring, -healing,
-optimizing and -protecting while optimally achieving high-level objectives [1]].

A typical AS may be comprised of a large number of autonomic entities (AEs) that
can utilize a set of shared resources (e.g., link bandwidth and queues in autonomic com-
munication systems [2] and CPU and memory in autonomic data centers [3]) to deliver
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a set of services. The overall performance of the AS emerges from the behavior of its in-
dividual AEs which must dynamically relocate available resources among themselves
based on current service demands and resource availability. These entities are faced
with three main challenges: the highly varying demands of the requesting services, the
dynamic availability of the resources, and the threats of resource monopoly by selfish
or highly demanding AEs that might be behaving normally or abnormally, for instance,
due to external attacks. The first problem has been the focus of intensive research ef-
forts (e.g., [4]]) that target the development of efficient models to capture the varying
demands of different applications and services. Hence, this paper focuses on the lat-
ter two problems which are explained herein. In any AS, AEs share a finite amount of
resources, consequently, they must collaborate to optimally allocate these resources to
maximize the overall system performance. More precisely, AEs must interact together
and cooperate to achieve varying global system goals such as increasing resource us-
age priorities to critical services, maintaining fair resource allocations and decreasing
response times. These goals must be attained during normal operations as well as dur-
ing external attacks and security threats. For example, an entity attacked by a malicious
software that aims at draining system resources must be sensed and eliminated by other
entities in order to avoid degrading or even failing the whole system.

Utility-based approaches represent a promising solution to the aforementioned chal-
lenges [513]. A utility function can be defined as the mapping of a set of preferences,
describing an entity’s resource usage, to a real numeric value that reflects the entity’s
gain expressed in terms of service level attributes (e.g., response time). Hence, the col-
lection of individual entities’ utilities can be used to build a model of the entire AS
behavior. In turn, by using this model, efficient resource allocations can be found by
solving an optimization problem either centrally through a resource broker [6] or in a
distributed manner [5]]. However, the main limitation of current utility-based approaches
is that they work under the assumption that an AS is comprised of a set of independent
utility-maximizing AEs, where the resource allocations for one is irrelevant to the util-
ity of the others. Hence, the total AS goal is, in turn, represented as a sum of totally
independent goals. This simplified model does not provide incentives for entities to co-
operate nor does it allow AEs to eliminate mal-behaving AEs. To further illustrate this
problem, consider a selfish AE that sets its utility to be largely bigger than all other
AESs. The result is that all other entities will suffer from resource starvation. However,
the global utility, reflected by the sum of all utilities, will not be significantly affected
due to the dominant utility of that entity.

Cohen [7] has shown that, in complex environments, cooperation becomes more
advantageous compared to self-interest alone. Based on this premise, an efficient AS
model must be designed with two objectives in mind. The first is to allow each AE
to describe its local objectives that target the maximization of its own utility. On the
other hand, the second objective of the model is to provide the means for the AEs to
interact in order to achieve some desired global objectives where they can share and
exchange resources according to the dynamics of the AS. An AE may, for example,
lend resources to certain AEs that had collaborated with it in the past and compete for
resources with those entities that are behaving selfishly. The proposed self-management
model achieves the aforementioned objectives by borrowing concepts from the literature



92 N. Samaan

of behavioral economics. In economic models [8], agents do not act as purely selfish
individuals but engage in behaviors derived by the satisfaction perceived from the con-
sumption of economic goods by individuals other than the referenced agents. To create
this pattern of behavior in ASs, the proposed model allows each AE to express its utility
as a function of two components, a local- and a global- utility. The former reflects the
individual gains of the AE based on its resource allocations, while the latter is depen-
dent on the other AEs’ consumptions. By varying the entity’s global utility, different
behaviors, such as cooperation, competition and selfishness, create a social community
where AEs lend/borrow resources and reward/punish other well/mal- behaving AEs.
The rest of the paper is organized as follows; in Section2] related work is discussed.
Section 3 describes the adopted AS model and provides an analysis of the limitations
of independent utilities. The proposed self-management model is presented in Section
[ Tlustrative examples and numerical results are provided in Sections[3land [6] respec-
tively. Finally, Section[7lconcludes the paper and discusses future research directions.

2 Related Work

The work presented in this paper is relevant to two strands of research areas in the
literature: utility-based self-management and efficient models of complex AS.

2.1 [Utility-Based Self-management

Within the Unity project [6], utility functions are used to arbitrate resource allocation
among different application environments. This approach was extended in [3]] with util-
ity policies that define the desired performance goals in terms of utility functions. Self-
management is then achieved by selecting the best system configurations as a result of
solving an optimization problem. In a similar manner, utility functions were used in [9]
to adapt network configurations. In this approach, the most appropriate policy actions
for the current context of the network are selected from a predefined pool of all possible
actions to be applied at the network-levels based on their forecasted behavior. Utility
functions are also used to compose and update the end-to-end communication paths [10]
with the highest service quality. In this approach, an optimization engine takes, as an
input, a set of route requirements in terms of service quality, and a weighted graph rep-
resenting the current capabilities and constraints of each participating network domain
and finds the optimal paths by solving a multi-constrained optimal path problem.

The main focus of the aforementioned approaches was addressing the gap between
business level objectives and system level configurations. While utility functions were
successfully applied to overcome this gap, they do not capture or allow the dynamic
behavior of the AS components.

2.2 Advanced Models of Autonomic Systems

The work presented in this paper is also relevant to research efforts that aim at modeling
complex behaviors of the autonomic entities. The dominant approaches in this area ap-
ply different techniques such as reinforcement learning, biologically inspired solutions,
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and evolutionary computing theories, to realize varying autonomic behaviors; A sample
of these efforts are described herein.

Reinforcement learning is applied in to realize a goal-based approach to pol-
icy refinement where low-level actions are selected to satisfy a high-level goal using
inference and concepts of the event-calculus theory. Another approach [12] attaches
a description of the system behavior, in terms of resource utilization and its effects
on service levels, to each specified rule. Behavior implications are used to derive dif-
ferent self-management strategies. Dowling et al. apply concepts of collaborative
reinforcement learning to allow agents to collaboratively self-manage their behavior
at run-time. Reinforcement learning is achieved through simple positive and negative
feedback among agents and is used to learn optimal routing policies. An agent’s expe-
rience with a non-optimal routing (e.g., congested route) results in exchanging negative
feedback messages and, vice versa, a good connection is reflected by an increase in the
reward messages. [14]]. One limitation of reinforcement learning approaches is the need
to maintain a precise model of all exhaustive system states.

Biologically inspired solutions have also been considered for self-management. For
example, swarm intelligence concepts are applied to automate the control of network
management problems such as load balancing [13] and route construction [16]. The
main advantage to such approaches is their extended temporal and spatial scopes and the
flexibility in modifying their purposefulness and strategies. Similarly, self-management
approaches using evolutionary computing aim at moving or expanding system capabil-
ities for adaptation by learning new or modified strategies. For example, in [17], proxy
servers or routers are modeled as bacteria and service requests as food, where each bac-
terium has an amount of genetic material that codes for the rule set by which it lives.
The system then evolves its adaptation through gene migration and random mutation.

In contrast to the aforementioned approaches, the proposed work aims at modeling
primary social behaviors among AEs that can be applied to create more complex inter-
actions allowing the AS to dynamically change in response to external effects such as
varying service demands or due to security threats.

3 The Autonomic System Model

As shown in Figure [[l the distributed system under consideration is a generic AS

S={F1, Es, - - -, Ejs} that consists of M logically separated autonomic entities (AEs),
FE;,i=1,---, M .Each AE provides a set of services to end users and consumes a set of
resources dynamically allocated to it from a shared, finite pool R = {R1, Ra,--- , Rn'}

of N resources. Kephart et al. [1] provide a popular framework for AEs; Each AE is
responsible for monitoring its performance and managing its own internal behavior.
Since the resources in any system are finite, one of the main challenges for an AE’s
self-management process is to regulate its own resource usage in order to achieve its
own goals as well as that of the entire AS. As described earlier, utility-based approaches
represent a popular stream of solutions to the above problem. In these approaches, each
AE E;, has its own utility function u;(R;), that controls its behavior. This function
describes the AE utility or gain as a function of its allocated resources represented by
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Fig. 1. A schematic description of an autonomic system (AS)

the N-dimensional vector R; = {r;i, 7, - ,rin}. Here, r;; € [0,1] represents the
amount of I?2; allocated to F;, such that

M
> riy <RjVj=1,-- N (1)

i=1

In this paper, we consider the general case where a resource R; can be shared among
several AEs. It is worth noting that this model can be reduced to represent the special
case of unshared resources by restricting the values of r;; to be in the set {0,1}.

One example of the described AS is an autonomic communication system that is
comprised of N links and M entities each dedicated to servicing one or more user flows.
Another example is an autonomic data center (e.g., [3]]) that contains N dedicated data
servers servicing M autonomous application environments.

3.1 Limitations of Independent Utility-Based Self-management Schemes

The dominant utility-based approaches to self-management work under the assumption
that u;(R;) is only dependent on R; and is independent of the other AE’s consumptions
or utilities. This approach is attractive due to its simplicity where the total AS utility
Us from a given resource allocation described by the matrix Rs =(Ry Ry --- Rar)T =

(T»L‘j)ivj can be directly described as the sum of all the utilities, i.e.,

M
Us(Rs) = Z ui(R;) )

The optimal resource allocation for S is then obtained by solving an optimization prob-
lem [3]] to find R* such that:

M
R* = i(R; At ZZR Vi=1,---,N 3
argné?gx;u( ) s Zi:Tj i Vg 3)

The problem of the utility in (@) is that it attempts to optimize a global objective that
is derived from individual AEs’ independent goals. While the solution may be optimal
to individual entities, it may not necessary yield an optimal utility for the overall AS.
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In other words, an optimal utility for individual AEs is not always equivalent to the
optimal utility for the overall system [7]. Another limitation is that it lacks the ability
to describe the social ties among the entities that may dynamically enhance and evolve
the overall AS’ behavior. These relationships are also important to increase the overall
system tolerance to external effects (e.g., security threats). For example, consider an
autonomic communication system servicing a set of flows; if the behavior of a router
becomes anomalous (e.g., due to a denial of service attack), obviously, this entity will
try to maximize its resource utility (bandwidth in this case) to fulfill its malicious tasks.
Based on the constraints in (@), an increase in one AE’s resource usage will result in
a decrease in other AEs allocations, starving the other AEs and eventually the system
may fail. However, no significant decrease in the overall utility (as described by (3))
will be apparent. On the contrary, in an AS, it is expected that other AEs can detect an
anomalous AE and cooperate to reduce its resources utilization. Now, consider another
scenario, where an autonomic router is tasked with routing a high priority and time
critical flow that has a sudden but temporary increase in bandwidth needs, it would be
desirable that all neighboring autonomic routers and those that share paths with the flow
would cooperate, sacrificing their resource utilities, for a short period of time, but only
for this flow. Again, the model described by (@) fails to achieve this form of cooperation.

In the following section, a new model is presented to overcome the aforementioned
limitations. By borrowing concepts of interdependent utilities [8] from the field of social
economics, novel and efficient AEs’ utilities that can capture the dynamics of the above
scenarios are represented.

4 Proposed Social Self-management Scheme

In this section, a novel model of a social AS that is comprised of interdependent AEs
is proposed. The model satisfies two main characteristics; the first is that each AE is
derived by the objective of maximizing its own self-interests. The second characteristic
is that each AE can influence the resource allocations of other AEs, and hence, creat-
ing social interactions among those AEs with the objective of maximizing the overall
system welfare. These two characteristics are realized by adopting concepts of interde-
pendent utilities used in social economics [§]].

As in the independent utility case (e.g., [3]), each AE, E;, has its own utility u;(R;)
on its own resource consumption, therein referred to as the local utility. However, F;
has another global utility, u..;(.), that describes its interest in resources allocated to
other AEs. Each AE will be responsible for adapting its interactions with other entities
by adjusting these two utilities. The new total utility of E;, @;(R;) is a function of both
the local and global utilities, i.e.,

() = flui(Ri), uni(.))
uani(-) = f(fa(t(R1)), -,
fiim1(Gi—1(Ri—1)), fisp1 (Uig1(Rix1)), - -+ 5 fim(Gar(Rar))) (4

One can interpret the global utility, u..;, as a summarization of each AE’s social con-
cerns about other AEs, where each component, f;; reflects concern of E; towards E;
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for i # j. This can include the desire to sacrifice resources for some AEs, to punish
selfish entities by acquiring their resources or to act independently of other entities.
Hence, achieving the social behaviors discussed in Section 21

More precisely, F; is said to be cooperative with £; when the function ; is increas-
ing in u; (R;). This cooperative behavior is viable when an AE requires assistance from
other AEs to achieve its goals or during cases of failure of a required resource. On the
other hand, an E; is said to be punishing, or hindering to £; when 1, is decreasing in
u;j(R;). Punishment behavior is needed to limit resource utilization of malicious enti-
ties or to discourage uncooperative behavior of other entities. Finally, selfish behavior
by all entities reduces the system to the case of independent utilities.

Using the interdependent utilities in (@), the new AS utility can be described as:

M M
Us = ()= fui(Ri),ux(.), st > rj=R; Vj=1,--,N (5
=1 =1 7

Similar to the model in (@), the optimal resource allocation, R*, that maximizes the
overall utility Us(R*) can be found by solving an optimization problem. It is clear that
the solution-sets of (@) and (3) are usually not identical. The main advantage of the AS
model described in (@) is that such interdependent utilities allow for a more dynamic
and efficient resource allocation among the AEs. In the following section, an analysis
of different AE behavior patterns is provided.

4.1 Modeling the Various Behavior Patterns

An AE may exhibit different forms of social behaviors towards another AE by modify-
ing its global utility u..;(.) as follows:

— Cooperative behavior: F; is said to be cooperative with E; if E; may reduce
(or lend) its resource allocations to redistribute scare resources to /; when E; is
capable of maximizing the overall AS utility. The social welfare of the AS, in this
case, improves only if the beneficiary E;’s benefit outweighs the benefactor F;’s
cost, i.e., if 4; (R} — R;;) < ﬁZ(R;‘ + R;;), where R;; is the amount of transferred
resources. Hence, when the utility of one is increased, the overall performance of
the AS will also increase. This relationship can be modeled by the sample functions
fij(u;) in Figure X(a).

— Punishment behavior: F; is said to be punishing E; if it hinders its resource
consumption. In this case, E; is redistributing resources allocated to F; among
other AEs. This relationship can be modeled by the graphs in Figures 2Ib). Such
behavior can be applied to punish uncooperative or mal-behaving AEs. In this case,
entities can collaborate against a malicious AE.

— Selfish behavior: An AE, I}, is said to be of self-interest or selfish towards F; if
its utility is irrelevant of the resources allocated to E;; in this case f;;(u;) = 0.

— Mixed behavior: An AE FE;’s behavior towards F; may be dependent on the
amount of resources currently allocated to both of these entities. For example, F;
may be cooperative with F; as long as the allocated resources for (or the utility of)
the latter do not exceed that of F;. For example, I; may only cooperate with E;
if its cooperation minimizes the difference (u,;(R;) — u;(R;)), but maintains its
positive sign. Figure 2lc), provides some sample functions to model this behavior.
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Fig. 2. Sample functions modeling different patterns of £; behavior towards E;

5 Illustrative Examples: Linearly Interdependent Entities

To maintain lucidity in presenting the proposed model, we consider simple interde-
pendent AS model comprised of AEs with linearly additive relationships, i.e., the total
utility function of each AE, E;, can be described as:

ﬂZ(RZ) Zui(Ri)+Za¢ij(Rj) i=1,---, M (6)
JF#i

where a;; is a real number that reflects E;’s well to cooperate with or hinder £;. When
a;; > 0 then E; is cooperating with F; and, vice versa, when a;; < 0, E; is uncoop-
erative with E;. Moreover, when a;; > 0 and aj; > 0, then F; and F; are mutually
supportive. Conversely, when a;; < 0and aj; < 0, E; and E; are mutually conflicting.
Finally, if a;; = O then E} is irrelevant to E;.

The examples provided in the following sections illustrate how the model represented
by (@) can be applied to represent different social interactions among AEs.

5.1 Example 1: Modeling Cooperative Behaviors

Consider the autonomic communication system presented in Figure [3] The system is
comprised of three AEs, F1, E'5 and F3, each servicing flows of a single user. The AEs
are competing over the available bandwidth R of the bottleneck link between F4 and F5
and adjust their transmission rates according to their allocations R*=(r}, 5, %) which
are determined by the resource arbitrator £4 according to their total utilities. The total
utilities are described as follows:

U1 (.) = ur(r1) + ai2tsa(.) N
Ua(.) = ua(re) + assts(.)
ts(.) = us(rs) + a1y (.)
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Where a12, a12, ag1 € [0,1), i.e., each AE’s goal is to maximize its own bandwidth
utility as well as that of another AE. The model in (7)) can be rewritten to describe the
total utilities as functions of the independent utilities such that:

a1(.) 1 a12 12023 u(r1) 1
Gg(.) | = K | agzas; 1 a23 us(ra) | , where K = 1 — aioaomanr ®)
a3 (.) asi aizaz; 1 us(rs) st

The arbitrator E, selects an optimal allocation by solving (3)). For simplicity, we assume
that all entities have identical local utility functions.

In an independent model (i.e., a11 = a23 = a31 = 0), the optimal allocations are 1;
for each entity. Now, consider the case where a2 > 0 but ass = az; = 0, from (8)it is
clear that F;’s support to F); redistributes some of its allocated bandwidth such that the
new optimal allocation for Fs increases by a factor of a5 while reducing allocations to
both F; and E3. Now, if a1o > 0, a3 > 0 but az; = 0, the support provided to Fjs is
partially transferred to s, increasing the allocations to E'3 by a factor of a12a23 + a423.
Finally, when a12 > 0,a23 > 0 and a3; > 0, the bandwidth is redistributed in a manner
that is dependent on the strength of the cooperation of each entity. In other words, by
negotiating a2, ass and aszi, Fy, Fo and Es control their own resource usage and
that of the others. Furthermore, when all are equally cooperative, the system becomes
equivalent to that of the independent case.

5.2 Example2: Modeling Punishment Behavior

Now, consider the same configuration of Figure[3] but with mutual cooperation between
FE and E5 while punishing Es, such that:

(a12ti2(.) — a1312(.)) )

Fig. 3. A sample autonomic communication system
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Let a12=az21= a and a13=aa3= b, where a, b € [0, 1), then @) can be rewritten as:

a(.) Kkl [ua(r)
() | = & A afl uz(rg) | ,where K =1 — a? (10)
ais(.) 00 1 us(r3)

As bincreases, F; and F5 cooperate to punish F3 reducing its resource allocations. For
example, by setting b = 0.5 and a = 0, R is equally divided between E; and Fs.

6 Numerical Results

This section provides some numerical results for the configuration shown in Figure 3]
when adopting the interdependent model described in (). The local utility, u;(r;) of
each entity, F;, i = 1,2, 3 is set to the convex function u;(r;) = 1 — e~""i to represent
utilities of elastic traffic sources. Here, b = 9.2 is a constant the controls the shape
of the utility function. R, the bottleneck bandwidth is set to 1Mbps. With independent
utilities, the optimal bandwidth allocation remains at a constant value 1;. On the other
hand, Figures[d{(a), (b) and (c) illustrate the optimal bandwidth allocations, in Mpbs, to
Fq, E5 and Ejs, respectively, when both 7 and Fs vary their global utilities, such that
a1z, az1 € (-1,3)-{1}, while fixing ag; = 0. Figure[l(d) illustrates the effects of varying
the behavior of E in two cases: when the two other entities are selfish (as3 = ag; = 0)
and when F» is cooperative and FEs is selfish (a23=3, a31=0). The total utility of the
system is shown in Figure @(e).

Figure [E(f) illustrates the dynamic interactions among the entities over four time
intervals. For illustrative purposes, it is assumed that each entity can communicate di-
rectly with other entities to request/respond to lending/borrowing bandwidth. Moreover,
each entity randomly responds to a request. It is worth noting that a more sophisticated
negotiation protocol can be employed or changes can be dynamically triggered due to
monitored events, this issue will be considered in future work. At the first time interval,
t < t1, the bandwidth is equally shared among the AEs. At ¢1, 5 requests the coop-
eration of the two other entities, where F; responds by increasing a2, hence, lending
the bandwidth to Es up to t = to, while F3 maintains a3y = 0. Att = ¢y, F; and
FE)5 respond by punishing F5 increasing a5 and decreasing aqs respectively. Finally, at
t = t3, each entity returns to acting selfishly by setting aj2=a23=ass = 0.

7 Conclusions and Future Work

This paper presented a novel self-management model for resource allocation in an au-
tonomic system (AS) comprised of individual, but social, autonomic entities (AEs).
Interdependent utilities are utilized to model various social behaviors among the AEs.
Each AE can opt to cooperate, hinder or act selfishly towards one or more AEs. Illus-
trative examples and numerical results show that the presented model is more efficient
in a highly dynamic system with varying service demands. Future work will investi-
gate more complex functions for representing the interactions among entities as well as
techniques for negotiating the cooperation among the AEs.



Achieving Self-management in a Distributed System 101

References

10.

11.

12.

13.

14.

15.

16.

17.

Kephart, J., Chess, D.: The Vision of Autonomic Computing. IEEE Comput. Mag. 36(1),
41-50 (2003)

Dobson, S., et al.: A survey of autonomic communications. ACM Trans. Auton. Adapt.
Syst. 1(2), 223-259 (2006)

Kephart, J., Das, R.: Achieving Self-Management via Utility Functions. IEEE Internet Com-
put. 11(1), 40-48 (2007)

Zhang, J., Yousif, M., Carpenter, R., Figueiredo, R.J.: Application Resource Demand Phase
Analysis and Prediction in Support of Dynamic Resource Provisioning. In: 4th intl. conf.
Autonomic Computing, 2007. ICAC 2007, pp. 11-15 (June 2007)

Kumar, V., Cooper, B., Schwan, K.: Distributed Stream Management using Ultility-Driven
Self-Adaptive Middleware. In: 2nd intl conf. Autonm. Comput., ICAC 2005, pp. 3—14 (2005)
Chess, D.M., Segal, A., Whalley, 1., White, S.R.: Unity: experiences with a prototype auto-
nomic computing system. In: intl. conf. Auton, pp. 140-147, May 17-18 (2004)

Cohen, J.E.: Cooperation and self-interest: Pareto-inefficiency of Nash equilibria in finite
random games. Proc. Natl. Acad. Sci., 95, 9724-9731 (1998)

Shall, L.D.: Interdependent Utilities and Pareto Optimality. Quarterly Journal of Eco-
nomics 86(1), 19-24 (1972)

Samaan, N., Karmouch, A.: An Automated Policy Based Management Framework for Differ-
entiated Communication Systems. IEEE J. Sel. Areas Commun. 23(12), 2236-2247 (2005)
Xiao, J., Boutaba, R.: QoS-aware service composition and adaptation in autonomic commu-
nication. IEEE J. Sel. Areas Commun. 23(12), 2344-2360 (2005)

Bandara, A., Lupu, E., Moffet, J., Russo, A.: A Goal-based Approach to Policy Refinement.
In: 5th IEEE Wrkshp on Policies for Distributed Systems and Networks (policy 2004)
Uttamchandaniand, S., Talcott, C., Pease, D.: Eos: An Approach of Using Behavior Impli-
cations for Policy-based Self-management. In: Brunner, M., Keller, A. (eds.) DSOM 2003.
LNCS, vol. 2867, pp. 16-27. Springer, Heidelberg (2003)

Dowling, J., Curran, E., Cunningham, R., Cahill, V.: Using feedback in collaborative re-
inforcement learning to adapt and optimise decentralized distributed systems. IEEE Trans.
Syst. Man Cybern (Part A) 35(3), 360-372 (2005)

Henderson, J., Lemon, O., Georgila, K.: Hybrid Reinforcement/Supervised Learning for Di-
alogue Policies from COMMUNICATOR data. In: IJCAI workshop on Knowledge and Rea-
soning in Practical Dialogue Systems (2005)

Chiang, F., Braun, R., Hughes, J.: A Biologically Inspired Multi-Agent Framework for Au-
tonomic Service Management. J. Pervasive Comput. Commun. 2(3), 261-275 (2006)

Sim, K.M., Sun, W.H.: Ant colony optimization for routing and load-balancing: survey and
new directions. IEEE Trans. Syst. Man Cybern (Part A) 33(5), 560-572 (2003)

Marshall, I.W., Roadknight, C.M.: Provision of quality of service for active services. Com-
puter Networks 36(1), 75-85 (2001)



Towardsan Information Model That Supports
Service-Awar e, Self-managing Virtual Resour ces

Claire Fahy*, Steven Davy*, Zohra Boudjemil*, Sven van der Meer,
Javier Rubio Loyola?, Joan Serrat?, John Strassner®, Andreas Berl*,
Hermann de Meer*, and Daniel Macedo®

! Telecommunications Software & Systems Group, Waterford, Ireland
2 Universitat Politécnica de Catal unya, Barcelona, Spain
3 MotorolaLabs, Chicago, IL, USA
4 University of Passau, Passau, Germany
5 Laboratoire D’ Informatique de Paris 6, Paris, France
cfahy@ssg. org

Abstract. The AUTOI project is creating a virtual communication resource
overlay with autonomic characteristics to adapt the services and resources of-
fered to meet changing user needs, business goals, and environmental condi-
tions. Self-knowledge enables the network to reconfigure itself in the face of
change to adapt its services according to business goals. The requirements of an
information model, to support self-knowledge (concepts, characteristics and be-
haviour) are presented. This information model plus ontologies provide a com-
mon language to represent the self-management of the overlay. This position
paper details the requirements in specifying such an information model and
language, and describes how the model and language will be used within the
project.

Keywords: Information model, service-aware, virtual resource, autonomic
management.

1 Motivation and State of the Art

Current voice and data communications networks are difficult to manage, as exempli-
fied by the stovepipe systems that are common in Operational and Business Support
Systems. The desire to incorporate best of breed functionality, prohibits the sharing
and reuse of common data [1], resulting in an inability to manage the increase in op-
erational, system, and business complexity. Currently, the network is not aware of the
needs of the business, so changing business requirements cannot change the services
and resources offered by the network.

The AUTOI project [2] uses management overlays that control the virtualisation of
network resources and services to implement this mapping of business to network
functionality thus resulting in a more optimal use of network resources. Virtua re-
source overlays can span heterogeneous networks and self-organises according to
service requirements. In turn, the deployed services self-configure in response to
changes in the overlay. Orchestration mechanisms mediate between different network
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operations (eg. mobility) enabling conflict resolution and fulfilment of customer re-
quests. Fig.1 depicts the architecture of the AUTOI autonomic control loop. Knowl-
edge is provided by the resources, services, environment, business requirements and
relevant context. Orchestration takes this knowledge and reasons over it in order to
formulate decisions. Policy based management then enables the self-management of
the resources and thus, is governed by the decisions of Orchestration.

Orchestration
Learnlng
Informatlon i
Models Ontologles
Business Policies Reasomng Knowledge/Control

[ Biz Rules ][ SLAs ] [ Policies ] Policy-Based Configuration

Policy Refinement

Context

,

Contex ‘V
——

Fig. 1. Components of the AUTOI Autonomic solution

—
S

Context

In [2], the AUTOI problem area and strategy were introduced. The next step is to
establish requirements for the activities which will realise a solution. To dynamically
orchestrate services, a common language is needed that systems can use to express
their needs in a machine-programmable manner and translate those needs into a form
that the network can understand. This language is built from a single information
model, used to define facts and from ontologies, used to augment the facts with addi-
tional semantics. The AUTOI model, an extension of the DEN-ng information model
[3], captures all necessary concepts concerned with service-oriented virtual resource
orchestration. Just as an information model can be refined to guide the development
of multiple data models, a common language can be refined to define a set of Domain
Specific Languages (DSLs). DSLs are used to address the specific system tasksin an
interoperable manner. The combination of the common language and a set of
DSL s becomes the source of understanding across the disparate entities of the AUTOI
architecture.

Three mgjor information models are widely used today to capture semantics and
behaviour of communication networks. The oldest is the Common Information Maodel
(CIM), standardised by the Distributed Management Task Force (DMTF) [4]. Itsmain
focus lies on IT infrastructure including IP networks. CIM provides virtualisation
extensions for systems [5] which include a high-level model for various types of plat-
form virtualisation, including hypervisor-based virtualisation, logical and physical
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partitioning, and operating system containers. However, the CIM specifications for
services, networks and resources do not consider resource allocation or associate
business goals; thus an autonomic system will find it difficult to respond to context
changes. The Shared Information and Data Model (SID) is standardised by the Tele-
Management Forum (TM Forum) in [6]. It enables the design of services and network
resources in conjunction with products and customers, thus providing the necessary
associations to link resources to business activities. It can also be used as a toolkit that
alows modellers to select what they need to model specific applications. However,
the SID is limited with regard to modelling autonomic environments eg. the policy
framework is inflexible and concepts such as context are missing [7]. AUTOI has
chosen the DEN-ng model [3] [7]. DEN-ng provides multiple viewpoints of a com-
muni cations network where business goals are used to govern all managed entities. It
defines a policy model that governs the behaviour of managed entities using patterns
and roles, enabling it to extensibly administer management functions and data [8]. A
policy continuum [3] represents how different constituencies of a product formulate at
different levels of abstraction. The context model [7] is coupled to the policy model in
order to alow the creation of policies which adapt resources and services to sensed
context changes. It was used to build FOCALE [9], an autonomic networking archi-
tecture that defines a novel set of control loops that analyse data, compares the current
and desired state of a managed entity, and reconfigures accordingly. DEN-ng is
currently being adopted as the standard information model within the Autonomic
Communications Forum (ACF).

The organisation of this paper is as follows. Section 2 presents the key require-
ments that AUTOI places on its information model. Section 3 presents some of the
early work to extend the DEN-ng information model and the use of the information
model within AUTOI. Finally, Section 4 provides a summary and future work.

3 AUTOI Modedling Requirements

In order to derive appropriate modelling requirements, it was necessary to divide the
problem into five specific domains for analysis: (1) service, (2) resource and resource
virtualisation, (3) management, (4) context, and (5) orchestration.

The information model should provide sufficient abstractions to enable services to
express their reguirements to the management overlay, which then trandates those
requirements into a particular virtualisation of some or all of the network resources.
There are two types of service under analysis. Network and Application. Network
Service (Resource Facing Services in DEN-ng), refers to services which network
resources provide, such as mobility, QoS, and security. These services depend on the
availability and configuration of network resources. Virtualisation enables resources
to be collectively treated as a set of programmable building blocks that are used to
construct services as directed by the management overlay. Application Service (Cus-
tomer Facing Services in DEN-ng), refers to the service being offered to the end-user
or customer, such as voice and video.

Resources not only refer to physical and logical resources but also virtua re-
sources. The physical and logica resources that provide network services, such as
routers or servers, are modelled as virtual resources. Several virtual routers can be
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created that are associated with a physical router, and the physical topology of the
network is then replaced by a virtual topology consisting of one or more overlay net-
works. These virtual resources are dynamic resources that can be modified to support
one or more services running on top of them. This enables a robust and resilient pro-
visioning of virtual resources in case of, e.g., highly loaded routers. The following
requirements have been identified for the information model: (1) to serve as a blue-
print for defining virtual resources based on higher-level business requirements; (2)
enable virtual resources to represent the management of their relationships with their
associated physical and logical resources and also their associated network and appli-
cation services; (3) support mechanisms to define system virtualisation based on clas-
sical hypervisors (e.g. XEN); (4) support virtualisation behaviour such as aggregation
and splitting of virtual resources; (5) support mechanisms to represent the configura-
tion of virtual network resources, especially virtual routers and the virtual topology.

Management is focussed on provisioning a management plane responsible for
enabling the self-management of virtual network and service resources. The model
needs to provide concepts that support the following management plane functions: (1)
Resource management — usage, availability, (de)composition, virtualisation and as-
surance — for the self-* functions; (2) Adaptation to changes in network resource
mobility, services and resources and direct changes to be made in the appropriate
network device configuration and topology; (3) Sharing and reuse of information for
self-management functions; (4) Sharing and reuse of information with the virtualisa-
tion and orchestration planes; (5) A policy-based framework that is capable of identi-
fying and resolving conflicting goals between different management self-functions as
well as between different planes; (6) A policy model that is capable of orchestrating
self-organising behaviour using the policy continuum to provide translations between
business, network, and implementation policies. The model should support the respec-
tive policy transformations.

Given the autonomic interplay between resource and service, handling contextual
changes in resources and services is vital. In addition, user requirements and envi-
ronmental conditions can change without warning. This implies that such potential
changes must be continually inspected with respect to business objectives. Contextual
abstractions in the following areas need to be provided as part of the information
model: (1) Resource (Network & Service), (2) Service (Network & Application), (3)
Network (Virtual, Physical & Logical) and (4) Business Requirements.

The Orchestration function co-ordinates and mediates between multiple types of
network services and functions such as mobility, security and QoS. Intelligent compo-
nents are orchestrated according to the current context (resource or service), changes
in high level objectives (user needs and business goals), and environmental conditions
[10]. Orchestration is dependent on the relationships between the concepts discussed
previoudly including: (1)Management & Context — A change in context will cause
the orchestration function to analyse management tasks — their dependencies and order-
ing - in order to reconfigure the self-* components; (2) Service & Resource — changes
in either entity may require re-configuration or re-organisation of that entity and/or the
other entity.
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4 Defining and Using the AUTOI Information M odel

We take the current DEN-ng information model as the basis for the information model.
The problem domain only requires a subset of DEN-ng thus only particulars associated
with the domains service, resource, management and context will be retained. This
subset is then extended with concepts that are specific to the virtualisation requirements.
These extensions will be submitted to the ACF for future standardisation.

PhysicalResourceSupports Virtualization

Resource
— LogicalR 7 i
ProductHasPhysicalRe es 0..n \ 0..n\|
VirtualLogical VirtualPhysical
Qo.1 o.n| 0.1 0.1 0.n| Resoree Resouree
‘ PhysicalResource ‘ ‘ LogicalResource ‘ CustomerFacing| | Reso Facing| g,.n
i i i i Service Service
0.1 1. 0.. 0..n l.n
" " ! 1.n 0.n] 0..n|
VirtualResource
PResourceSupportsLResource RFSRequiredByCFS —
1
PhysicalResourceHostsRFS LogicalResourcesImplementRFS
ProductRealizedAs CFService

Fig. 2. Product-Service-Resource and Virtual Resource Relationships

Fig 2 illustrates an example of one subset of the early model. It demonstrates the
representation of the mapping of the business goals towards resource allocation. This
is achieved through the linkage of product (the product procured by the customer) to
service (customer facing to resource facing) onto resource (virtual, logical and physi-
cal). The product-service-resource relationships come directly from DEN-ng, while
the new concepts of VirtualResource and its relevant relationships have been added.
The information model will be used primarily as a source of concepts for a set of
DSLs [11]. A DSL is an abstraction mechanism which handles the complexity in a
given domain by providing a customised programming language that represents con-
cepts and rules specific to that application domain enabling developers to work di-
rectly with domain concepts. The AUTOI common language will be used to generate
3 domain-specific DSLs - service, resource and management.

5 Summary and Future Work

An information model that will support the self-management of a service-oriented
virtual resource overlay is under creation in AUTOI. A subset of the DEN-ng infor-
mation model is used as the basis for representing business goals, services, logical and
physical resources, policy management and context awareness. DEN-ng is being
extended, to create the AUTOI information model, to include appropriate resource
and service virtualisation concepts, along with management models to orchestrate the
virtualisation process. The resulting model and associated ontologies will be used to
generate DSLs in the areas of service, resource and management. Future work in the
AUTOI project will include the validation of the generated DSL s (and thus the exten-
sions to the information model) against defined scenarios in the areas of seamless
mobility management and service assurance.



Towards an Information Model That Supports Virtual Resources 107

Acknowledgements

This research activity is funded under the EU IST FP7 project, Autonomic Internet
(Grant agreement no.:216404).

References

10.

11.

Strassner, J., Menich, B.J.: Philosophy and methodology for knowledge discovery in auto-
nomic computing systems. In: Proceedings. Sixteenth International Workshop on Database
and Expert Systems Applications, August 22-26, pp. 738-743 (2005)

Bassi, A., Denazis, S., Galis, A., Fahy, C., Serrano, M., Serrat, J.: Autonomic Internet: A
Perspective for Future Internet Services Based on Autonomic Principles. In: Proc. of 2nd
IEEE International Workshop on Modelling Autonomic Communications (MACE), San
José, California, USA (2007)

Strassner, J.: Policy Based Network Management. Morgan Kaufman, San Francisco; ISBN
1-55860-859-1

DMTF, CIM Schema Version 2.18,

http://ww. dntf. org/standards/cinfcimschenma_v218/

DMTF, CIM System Virtuaization Model White Paper, DSP 2013, Version 1.0.0 (No-
vember 2007)

TMF (Shared Information/Data (SID) Model - Business View Concepts, Principles, and
Domains. GB922, Ed. NGOSS R6.1, Document Version 6.1 (November 2005)

Strassner, J., Samudrala, S., Cox, G., Liu, Y., Jang, M., Zhang, J., van der Meer, S,
Foghl, M.O., Donnelly, W.: The Design of a New Context-Aware Policy Model for
Autonomic Networking. In: 5th IEEE International Conference on Autonomic Computing
(ICAC), June 2-6, Chicago, Illinois (2008)

Davy, S., Jennings, B., Strassner, J.: Conflict Prevention via Model-driven Policy Refine-
ment. In: State, R., van der Meer, S, O'Sullivan, D., Pfeifer, T. (eds) DSOM 2006.
LNCS, vol. 4269, pp. 209-220. Springer, Heidel berg (2006)

Strassner, J., Agoulmine, N., Lehtihet, E.: FOCALE - A Novel Autonomic Networking
Architecture. In: Proc. of Latin American Autonomic Computing Symposium (LAACS),
Campo Grande, M S, Brazil (2006)

Strassner, J., Foghld, O., Donnelly, M., Agoulmine, W.,, N.: Beyond the Knowledge
Plane: An Inference Plane to support the Next Generation Internet. In: Proc. of First Inter-
national Global Information Infrastructure Symposium (GI1S), Marrakech, Morocco, July
2-6, pp. 112-119 (2007)

Kelly, S., Tolvanen, J.: Domain Specific Modelling — Enabling Full Code Generation.
Wiley, Chichester (2008)



A Domain-Specific Modelling Approach
for Autonomic Networ k Management

Brian Pickering', Miguel A. Fernandez?, Antonio Castillo?,
and Erhan Mengusoglu*

! Pervasive & Advanced Messaging Technologies
IBM Hursley, UK
{brian_pi ckeri ng, mengusog} @k. i bm com
2 Tools & Services for Online Access & Customer Networks
Telefonica Research & Development — Valladolid, Spain
{maf g, acp07} @i d. es

Abstract. This paper describes IBM’s and Telefénica’s joint work in progress
in the field of Domain-Specific Modelling applied to Autonomic Network
Management in the context of the European IST FP6 project MODELPLEX. In
modelling edge-of-network devices which act as service access points from
consumers to the telephone network, we have introduced a dynamic aspect to
the network topology which affects the way Service Level Agreements (SLAS)
should be modelled and processed within an autonomic management control
loop. It is suggested that it is not possible to separate system and rule for man-
aging services across a service-provider network.

Keywords: Autonomic computing; system management; domain-specific
modelling.

1 Introduction

When it comes to understanding, creating and managing complex systems, a conven-
ient and succinct way of representing systemsis necessary. A good abstraction should
capture all and only that information which is vital for the understanding of the under-
lying system, either in terms of structure or behaviour or both. Abstractions of this
kind may be seen as models which provide “a description or specification of that
system and its environment for some certain purpose” [11]. The work reported here
represents initial attempts to model the required components and activities associated
with the automated management of network services.

Much has been written about the increasingly complex challenges facing service
providers, in terms of management objects (service or network [12]) and the con-
straining rules and policies (associated with charging [13], for instance), as well as
related to the ever-changing consumer environment [6].

Appropriate modelling can help service providers in this respect ([10], [2]), with
Service Oriented Architectures ([9], [10], [12]) and policy management ([9]) as key
focus areas. This renders modelling service management ([3]) and providing the nec-
essary tooling and domain-specific approaches ([2]) particularly pertinent. But there
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has been little consideration of how to integrate a model-driven approach — in terms
of developing structural and behavioural abstractions for the design and operation of
service delivery platforms (see [9], for example) — either with increasingly popular
autonomic concepts ([1], [6]) or with appropriate representations of the network and
service elements to be managed. If possible, unifying the managed infrastructure with
the delivered services would, it seems, provide some benefit for management and
service development.

Whilst testing and approving an autonomic approach, Gonzdlez et a have
described the challenges presented to service providers in respect of modelling edge-
of-network devices [6]. Wong et a concentrate instead on the complexity of the
multi-layered management task as represented by the FCAPS proposals, preferring in
the end the eTOM framework [12]. They devote little attention though to managing
policies and constraints. The latter is a significant issue, which Wong and co-workers
hint at with reference to Web Services. Given this, there is a need for efficient repre-
sentation which, according to Xu and Jennings [13] as well as Barrett et a [2], is best
handled via domain-specific language definition.

Againgt this background, we have begun to evaluate the benefits of an internally
derived DSL for edge-of-network device modelling as described in the next section.
In paralel, we have begun to investigate the benefits of management automation
using autonomic concepts as set out below and with a specific focus on service man-
agement via Service Level Agreement (SLA) processing. We must, however, consider
what if any the implications are of applying this management approach to our
edge-of-network device models within service delivery.

2 Domain Specific Languagesfor Networ k Description

Especially in the case of network management, where the system under consideration
isacomplex network delivering servicesto private subscribers via arange of different
devices, we need an adequate language to capture and represent network components.
The Common Information Model (CIM) [4] provides a useful starting point, notwith-
standing the more recent Common Model Library proposals which are more specifi-
cally geared towards I T services[3]. Although not directly compliant with the Unified
Modeling Language (UML) meta-model, the CIM meta-model’s concepts can be
mapped to the Meta Object Facility (MOF) or other meta-models, like Ecore, so that
CIM-like models can be created in UML or in the Eclipse Modelling Framework
(EMF), asin our case. An example of this kind of mapping is shown in [5] where a
UML profile for CIM is presented jointly by the DMTF and the OMG.

Starting from a transformation of CIM into the Ecore meta-model the aim is to
build a graphical DSL by creating higher-level abstractions using model composition
techniques, with the help of the Reuseware Composition Framework [7] and also
enriching the meta-model with domain rules expressed in the Object Constraint Lan-
guage (OCL) [8]. This approach offers great flexibility, as it is not dependent on any
particular higher-level meta-model. This flexibility will also be useful at runtime,
when the network models need to be updated to cater for changes in the network con-
figuration and composition, as discussed in the next section.
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Fig. 1. An example of arouter modelled with aDSL and the same model expressed in UML

An important motivation for investigating graphical DSLs at all is to alow us to
prove how a simplified representation might support different OSS and BSS func-
tions. Commercial experts, for instance, may not be considered well versed in net-
work element management, and yet still need to understand the implications of ele-
ment change for the development of their services. Figure 1 shows initial attempts to
represent the edge-of-network devices. To the right of the figure, as stated above, we
have mapped the DSL representation to a UML-like presentation of CIM.

The immediate benefits of this representation include: (a) the automatic generation
of the device configuration specifications required to support new and proposed ser-
vices by means of Model-to-model transformation techniques and tools, such as the
ATLAS Transformation Language (ATL) [14]; (b) current services can be more read-
ily deployed to new devices; (c) we enable the development of a common framework
of existing components which may extend into operational and other lifecycle man-
agement considerations; and (d) the ability to interact with the other parts of the man-
agement system, and especially the operational knowledge-base, as described in the
next section. We need to consider the specific implications of including the device
model into the management process.

3 Modelsfor Automated Network Management

The Autonomic Computing Initiative (ACI) promoted by IBM (see [1]) has proposed
a control loop of management processes — MAPE (monitoring, analysing, planning
and execution) — based on knowledge (K), both historical and as specified in man-
agement rules and policies.

Figure 2 shows the model of the MAPE management processes within the context
of a generalised system-management meta-model also developed within the
MODELPLEX project. The model shows a conceptual separation amongst manage-
ment elements of system management process steps (MAPE Phase), the elements to
be managed (ManagedEntity, in this case the service delivered to the consumer across
the network) and management knowledge.
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Fig. 3. A possible model for service level agreements (SLAS)

Apart from the historical data — that is the accumulation and aggregation of infor-
mation about the current system — within the Knowledge Store, the Policy classis key:
thisis what determines how the service is maintained and monitored. Figure 3 extends
the Policy concept as it relates to management rules. Here we see that the constraints
against which services are managed (the service level agreements) contain at least a
set of definitions relating to the desired function of the service or services. The current
formalism being considered relates directly to work with web services (see for in-
stance [12]). The SLA, or contract between service provider and consumer, contains
the service definitions, but has only indirect access to information about the service
environment.
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With this separation, service function and operational environment are segregated for
management purposes. This seems counter-intuitive to some degree with network op-
eration. We highlighted above that all operational and business staff should be able to
use the network model encapsulated in the DSL we are currently developing for the
express purposes of automatic configuration and deployment (the MAPE processes of
Plan and Execute) and the deployment of existing services to new devices, so it is clear
that our SLA concept has to include some reference to the operational environment.

Aligning the DSL work and modelling the management process suggests that the
initial MAPE-K model must be modified in terms of service management to include
an explicit link between environment and SLA. Processing the customer contract
must, then, take account of topological changes as well as the characteristics of the
various access devices. Thisis shown in Figure 4.
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Fig. 4. Model enhancements for runtime edge-of-network device management

Now we are in a position to represent dynamic properties both of network topology
and the specific devices. For instance, if the service must be rerouted for any reason
across the network, then the SLA can take this change into account, possibly laying
greater emphasis on certain monitoring data or constraints. Similarly, if a consumer
changes or updates a device, then any knock-on effects for the SLA can be picked up
and processed.

The state information is now directly accessible to the SLA. So although a service
definition may remain relatively static, in that it will only change if planned service
modification is to take place, the service can till be managed at runtime in terms of
quality and so forth whilst taking into account any and all changes to the operational
environment.

Service definition and the dynamism of the operational environment were not rep-
resented in the initial MAPE-based service management model in Figure 3. With the
modifications shown in Figure 4, we can now move forward in allowing full control
and flexibility to the autonomic management of services.
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4 Next Steps

Having outlined the service management approach and begun to model features of the
network in terms which can be understood by all operational and commercial staff,
we now need to investigate further the implications and benefits of an explicit link
between SLA processing and operational environment.
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Abstract. Digital Home services provisioning is becoming one of the main
challenges for telecommunications operators as the heterogeneity and compl ex-
ity of end users devices grows dramatically. Moreover, home network topology
and composition can be changed by end users without any control from the ser-
vice provider side.

Traditional centralized management paradigms are not valid for this kind of
dynamic and unpredictable environments as they have been thought for more
static scenarios. Autonomic Communication (AC) can help in solving this prob-
lems building a knowledge based management solution for this scenario. Auto-
nomic Agents are able to locally deal with most of the configuration tasks as
they use inference to decide the most suitable device configuration. This paper
shows an autonomic provisioning model for the dynamic configuration of end
user devices. The model is validated by a proof of concept.

Keywords: Autonomic Communication, self-provisioning, knowledge-based
management.

1 Introduction

Telecommunications and Information Technologies are having a deep impact in the
home environment. Nowadays, users are demanding new and more attractive services
focused on comfort, entertainment, security, e-health, etc. A first consequence is that
of the growing variety of networked intelligent devices appearing at homes. These
devices range from simple sensors to more complex ones as computers, video con-
soles, set top boxes, routers, etc. that require to be configured for the services de-
ployed on them. This scenario is far from the traditional telecommunications services
environment in which the end devices configuration is independent of the services
and therefore any configuration is necessary at service provisioning time. For this
reason, Digital Home service provisioning is becoming one of the main challenges for
telecommunications companies because it is a labour intensive process with a direct
impact in the Operating Expenses (OPEX). But, even for end users, these services
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could require some skills in Information Technologies that could become a barrier for
the deployment of new services.

One of the keys to take a good position in residential environment is to offer ser-
vices easy to configure, use and manage. The concept of “one click provisioning”
means that the only need for customers is to know about services without thinking on
devices and their configuration. Moreover, the service provision process should be
transparent to the user. But another challenge arises since the composition and topol-
ogy of physical and logical resources are defined and modified directly by users. Asa
consequence of this situation, there will be a different environment for each customer
requiring an individual management solution.

This paper is based on the work presented in [2]. The principal goal of the former
research was to personalize the service offer for a specific user whereas the work
presented in this paper is more focused on self configuration and self diagnosis of
devices when it is associated with a service. The definition of a new provisioning
model arises from such approach.

The remainder of this paper is organised as follows. Section 2 states how auto-
nomic principles have been used to generate a new provisioning model for Digital
Home services. Section 3 shows how knowledge technologies, mainly ontologies and
policies, have been applied in the project. In section 4 a proof of concept that vali-
dates the exposed principles and ideas is described. Finaly, a section including some
conclusions is presented in order to plan further work in this area.

2 The Autonomic Approach for Digital Home Services
Configuration

The model that is proposed in this paper uses Autonomic Communications concepts
and principles to built Autonomous Agents (AA) that are responsible for the man-
agement tasks of a Digital Home and they will act according to the domain knowl-
edge and goals described by the operator.

The autonomous agents developed for the proof of concept follow the typical
monitoring, analysis, planning and execute closed loop architecture. This architecture
was presented by IBM in [4] and has been further enhanced by FOCALE [5].

0 (™ ¥ repository

“E L] a‘» HTTP Ontologies

Fig. 1. AA communication with ISP
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FOCALE uses policies to conduit the autonomic closed loop behavior and adds a
module for learning.

Two functional elements stand out in the proposed architecture for the autonomous
agent depicted in Figure 2:

e The semantic-based service management component (Autonomous Agent). For
this component to fulfil its tasks it is necessary to define its knowledge domain.
That is information about the service catalogue together with the capabilities that
are required, devices descriptions with their associated capabilities, users’ pref-
erences, operator’'s policies and so on. With all this information, the agent will
recommend services to the user according to the devices connected to the net-
work at any given time and will also provide their correct configuration. As a
result device configuration complexity is hidden,

e The devices management component (Middleware). It is the interface with
devices. Thisblock is responsible for device monitoring and configuration. More-
over, this component acts as a middleware element that trandates the device se-
mantic description to alanguage that the devices can understand and vice versa.

Autonomous agent

Analyze ‘ ‘ Plan
Service

Monitor-Execute Management

1 )

’ Middleware ‘

Devices

OSGi Platform

{tmey

Fig. 2. Autonomous element architecture

It is important to highlight the relevance of the knowledge layer. This layer isim-
plemented using an ontology, which is a semantic description in a machine readable
format that is shared by al the entities of the architecture. This ontology in combina-
tion with inference mechanisms allows the configuration of devices. A further de-
scription on the knowledge plane, ontologies and policies can be found in the next
section.

3 Knowledge Based M anagement

Knowledge is the core of the model and the responsible for the correct work of the
whole architecture. Knowledge enables agents to interpret their context and it aso pro-
vides information exchange support between entities. For a machine to automatically
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understand and interpret the information, it is necessary to add a semantic description to
traditional Information Models. For this purpose, an ontology has been used in the proof
of concept.

Through the concepts defined in the ontology, it is possible for the agent to under-
stand what a service is, how it isrelated to devices, which is the best configuration for
a specific service, user preferences and so on. Furthermore, through rules definition it
is possible to fit more than technical aspects, because commercial and strategic re-
quirements together with user preferences can also be introduced into the rules result-
ing in highly personalised services.

3.1 Ontologies

As it has been stated before, an ontology has been used to create a semantic model
including service, device and configuration issues. This ontology establishes a knowl-
edge plane to allow customers and service providers to share the same environment’s
description.

The model is depicted in Figure 3 shows the main concepts that have been de-
scribed in the semantic model developed for the proof of concept. It can be observed
that each service is linked with the devices' capabilities required to deploy the ser-
vice. Devices are also linked with their best configuration to fulfil a particular service.
Devices are referred in the model as abstract entities, this concept does not represent a
specific model of camera, but the service involved characteristics.

In the proof of concept, the ontology has been defined in OWL [6] using Protegé
[8] as editor to implement the ontology and SWRL [7] to define the inference rules.
Bossam [10] has been used as the inference engine,

OSGiPlatform

hasServiceIncompatibility*

hasServiceConfiguration™ .
neededDevices*

ServiceDevices

hasProperty™

ConfigurationProperty

Fig. 3. Ontology defined for the autonomous agent

3.2 Reasoning Rules

The behavioural model is built through the use of policies. These policies will tell
how the infrastructure must behave. The specification of how services relate with a
specific customers commercial segment may be an example of this situation. Any
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service may be technically suitable for a specific user, but it may make no commercial
sense to offer him such a service. This commercial behaviour is accomplished through
policy description.

In the proof of concept policies are materialized within the semantic model as a set
of SWRL rules.

4 Proof of Concept Description

The proof of concept consists of a digital home with two devices: a camera and a
router and a service catalogue composed of three services. Colour Tele-surveillance,
Black& White Tele-surveillance, Night Tele-surveillance. It will be shown that users
can enjoy services without being involved in technical configuration issues. Figure 4
shows the schema of the proof of concept.

.‘"\ I Services offer

. HTTP

- f user
b g4 ontext | | “profile
R

E‘» 4 Autonomous agent
-

A

Configure

Fig. 4. Provisioning process

The use case workflow can be summarized as follows: every time the agent detects
changes in the context settings, it analyzes them according to the policies. These poli-
cies are generated by the operator from high-level services configuration policies and
they are used by the system to infer knowledge. Each time the context changes by a
user action or a new service being offered by the Service Provider, alocal web pageis
updated to show the users the services they can contract. This web could be further
enriched to become a Customer Service Web. When the user contracts a service, the
agent plans the correct configuration of devices for this service. The case where pa-
rameters are corrected when any fault in a device's configuration is detected is also
considered.

5 Conclusionsand Further Work

The Information Services and the devices in future home environments are more
complex than current ones. The management of such environments supposes a chal-
lenge for Telecommunications companies as they are very dynamic and unpredictable
and current management architectures are designed to cope with more static and
controlled scenarios.
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One of the main advantages of this model is that it works on a common, shared
service level. This prevents end users from having any technical skills. On the other
hand, operator technicians will be freed from some configuration tasks by working
once harder in the definition services phases.

Regarding configuration tasks, devices are modeled as a set of capabilities and ser-
vices are related to the capabilities that are required. This fact will enable the agent to
make relations between specific devices and the configuration that has to be applied
for a specific service.

Furthermore, next steps will imply further work on diagnosis and fault resolutions,
since these management disciplines will help users to overcome problem when they
occur. Security and privacy are other important issues to be considered as the auto-
nomic agents have to be deployed on devices located in residential environments.
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Abstract. The process of SLA acquisition, enforcement and management
nowadays includes mostly manual, time-consuming processes both on end-
users and ISPS side. We need to automate processes and enable red
e-Negotiations between end-users and |SPs as well as between 1SPs. Ontology
based information and knowledge modeling involved in SLA e-Negotiation,
Enforcement and Management is presented in this paper. Multiple layers of un-
derstanding of a complete SLA are presented on the end-users application
based selection, aswell asin the ISPS' side through multiple layers of the policy
continuum. Dynamic mappings and translation through model based ontology
alignment in Knowledge Bases will use this knowledge to automatically con-
figure network elements.

1 Introduction

The rapid growth of the internet resulted in the proliferation of services and technolo-
gies comprising a complex network mosaic of various access methods, protocols, fre-
quency bands, data speeds, and core transport networks. Communication services are
inflexible in nature, manually deployed and managed, requiring highly labor-intensive
support structures, with consequent inflexibility and time consuming human involved
processes.

In order for the ISPs to enforce the negotiated Service Level Agreements (SLAS)
which include provided services QoS characteristics, they will need to configure
network devices and manage QoS in a multi-vendor environment. Autonomic Net-
working seeks to reduce human intervention in the management process especialy in
the lower levels through the use of control loops that continuoudly re-configure the
system to keep its behavior within desired bounds.

Knowledge within models is used by policy-based network management systems
[1], incorporating dynamic translations to automatically configure network elements
in response to changing user requirements, environmental context and business goals.
Policy continuum provides a framework for the development of models and policy
languages, tied together by a common information model, each targeting a different
layer of abstraction. In[2] aformal model is presented for the five views of the policy
continuum: Business, System, Administrator, Device and Instance. Further analysis of
the policy continuum is presented in [1] as part of DEN-ng information model, an
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approach that is also adopted in this paper. A prototype implementation of FOCALE
architecture based on DEN-ng model is presented in [3].

In self-managing systems, ontologies can play an important role, as they enable
components to reason about themselves in their specific environment. Thisis a neces-
sary first step in enabling systems to become self-aware and self-configuring, and
from there self-healing and self-optimizing. Prior research work has studied their ap-
plicability to represent the management information definitions [4], the mapping
processes [5] for semantic integration and the representation of behavior and policy
definitions[6].

Policies representing system state, requirements and intent are used in [7] to nego-
tiate agreements between mutually unknown and untrusted systems. The minimum
requirement is a shared common ontology based on a common conceptualization of
the domain. In [8] agood survey is presented of the protocols that have been proposed
for facilitating dynamic service negotiations in the next-generation internet: RNAP,
SrNP, COPS-SLS, DSNP, QoS-NSLP and QoS-GSLP.

In [9] an expressive framework is proposed of adequate knowledge representation
(KR) concepts, upon which a declarative XML-based language is build called Rule
Based Service Level Agreement (RBSLA) for interchange, seriaization and verifica-
tion of rules. Finally a complete tool for Service level Management is presented
(RBSLM).

In this paper we will use information modeling based on ontologies to capture
knowledge relating to user preference, network capabilities, environmental constraints
and business policies in an SLA between an end-user and an ISP and between |SPs.
Ontological engineering will provide us with the so much needed inference capabili-
ties. Policy-based network management systems incorporating translation through
model based ontology alignment will use this knowledge to automatically configure
network elements in response to changing requirements and context. We focus on
some key points in the concept of autonomous network management that will provide
us with an architecture upon which a compl ete negotiation framework such as the one
described in [10] can be deployed.

After presenting the framework architecture in section 2, SLA Modeling and Rep-
resentation issues are analyzed both from the end-user’s and the provider’s point of
view in section 3. Section 4, concludes this paper and future work is presented.

2 TheFramework

SLA e-negotiations involve end-users and 1SPs trying to reach an agreement in multi-
ple bilatera interactions (Figure 1). From there |SPs can dynamically negotiate with
other I1SPsin order to provide their customers with competitive proposals.

A Knowledge Base (KB) was adopted to get the means for the computerized col-
lection, organization, and retrieval of knowledge involved in our domain. Service
Oriented Architecture (SOA) was used towards automation and flexibility accommo-
dating all appropriate services involved in our application domain. It provides the
dynamically created negotiation Semantic Web Service (SWS) based interfaces and a
complete approach on locating and invoking services that implement activities for the
negotiation and management processes.
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Fig. 1. SLA e-Negotiations, Enforcement and Management framework

The knowledge layer is a common access repository containing pre-specified on-
tologies modelling the domain. The structure and vision of these common knowledge
ontologies will be the guide to solve communication and interoperability issues. On-
tology alignment, mapping [11] and merging knowledge will also be included in this
repository possibly in the form of widely acceptable Alignment Files for machine and
human processing. For accessing these repositories again SWS can be used.

Each layer is depicted with a separate KB containing layer specific models and
knowledge. The Resource Discovery module obtains information from the different
layers in the policy continuum that affect SLA negotiation and management. Care-
fully defined Models formalized in ontologies for human and machine processing is
the key for getting simple information to the knowledge level each layer needs, in
order to reason on the appropriate behavior.

Transformation Logic takes policies from the higher layers and with model map-
pings through ontology alignment brings their effects until the device layer. Each
layer is responsible for striping the request of the appropriate for this layer informa-
tion and forwarding the request to the lower layer. When a layer receives a request
tranglates it to whatever this request means for this layer using the context and situa-
tion aware self-knowledge.

3 SLA Modeling and Representation

Our approach on SLA modeling uses ontologies formalized in Ontology Web Lan-
guage (OWL) and Semantic Web Rule Language (SWRL) for rule editing. | SPs need
to manage a greater number of SLAS than they used to, which needs new levels of
flexibility and automation not available with the current approaches. The complexity
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of SLAS, services, network environments, access technologies and end-user devices
requires new forms of knowledge representation to automatically draw inferences in
order to manage and enforce contractual agreements.

Our declarative rule-based approach provides severa advantages. The formaliza
tion of SLA specifications as logic programsis a lot closer to human understanding
and way of thinking and designing systems. ECA rules are a very easy way to gradu-
aly specify a system even for not computer familiars from the more general to excep-
tions and vice versa. Still the code remains executable by a generic inference engine
producing new knowledge to your expert system or actions for further execution. The
traceability of such systemsis proven as well astheir ability to detect and resolve con-
flicting knowledge using defeasible logics. Extensibility is the main advantage by
simply adding new rules and verifying your system with no need of intervening and
correcting procedural programs. Automated rule chaining aids in compact knowledge
representation as well as flexibility to adapt to rapidly changing business require-
ments. Incorporating executable procedural programs within the capabilities of a
working inference engine such as JESS used in our prototype implementation is also
very important. It provides a way of implementing reusable, with well described se-
mantics activities, to be dynamically used by our system. Clear semantics provided by
information modeling and formalization by ontology engineering is an important
requirement in logical programming.

3.1 End User SLA Specifics

The end-users will need an end-to-end guaranteed SLA described right to their level
of understanding, and transparent to the networking environment that multiple |SPs
construct nowadays. The understanding level for a complete SLA description is not
common to all users and usually depends on the knowledge they possess, mainly on
the QoS characteristics of the SLA they are looking for.

Typically the user search for an SLA based on the application he wants to be in po-
sition to deploy and not any other engineering level details. Most users are not famil-
iar with the networking technical details in order to specify the QoS of an SLA in
terms of bandwidth, jitter, latency etc. They are also not very confident about the dif-
ferent wired and mobile network technologies that greatly influence the choices in a
specific environment. Even for the devices they will use to connect most have limited
knowledge of their differences in capabilities and performance in specific applica-
tions. The access service is only an obstacle that must be removed for the user to
access internet services and information’s.

Keeping this point of view we approached SLA modeling for the end user differ-
ently than other approaches. Our model for user’s preference elicitation and SLA se-
lection is based on the well understood applications each user wants to deploy. For
that we will need to create service profiles that will dynamically match application
layer service requirements. As applications and network technologies evolve so does
the mapping between application and network layer QoS models.

Cost redtrictions and the selection of the applications to be deployed are what the
user will need to balance. These preferences must also be in accordance with the ac-
cess network characteristics and end user device hardware and software capabilities.
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In order to achieve that, the modeling of the access network and device characteristics
and the flexible mapping around the application based user preference was our choice.

By providing the application based layer of abstraction to end-users selection we
reach an upper level of Goal-based policy for SLA selection [12]. This permits greater
flexibility and frees end-users from having to know low-level system function details,
at the cost of requiring sophisticated modeling. Our KB will drive decision inside the
restrictions of the specific device and network capabilities.

3.2 Providers SLA Specifics

Negotiations between |SPs are based on a “language” that ISPs will use in their e-
negotiations to describe agreements. The concepts of this language are formulated in
an ontology and will include the relationship with user level QoS concepts. That is
because | SPs need to understand users' language for expressing their preferred SLAS
and automatically trandate these preferences to their internal SLA model. ISPs will
need to walk down the policy continuum translating the SLA to the specifics of each
layer in order to negotiate based on their resources and enforce and manage after
negotiation.

Based on the policy continuum an SLA describes different things for each layer. In
order for each layer to correctly decide the ability to enforce a specific SLA at a spe-
cific time and situation it must be context aware and receive an understandable to this
layer SLA description. For the layer-compatible SLA description, an SLA specifica
tion for each layer and the automated dynamic mapping to the neighboring layers
must be provided. For the context and situation aware a complete model that will
include the static and dynamic characteristics of the layer is very important.

For the business layer Cost is a combination of the Class of Service (CoS) and
other things that must be taken in account like: compensations required in case of
failure, specifics on days and time where different CoS is required and so forth. En-
coding all these in our KB in the form of rules would require a great number of rules
that would lead to complicated specification. The role of Utility functions [12] in
automated decision making is to save as from these situations. | SPs unlike end-users
can afford policy authors to specify a multidimensional set of preferences that are
difficult to elicit.

The System layer will understand the same fuzzy CoS and its role will be to com-
bine it with capabilities and resources of the system to examine the SLAs applicabil-
ity. For that it will ‘ask’ the network by sending network layer SLA specifics. In order
for the Network layer to understand what it is been asked to verify, the system will
trandate general SLA requirements to end-to-end QoS paths with their characteristics.
The Network will receive this understandable requirement and will trandate it to De-
vice layer requirements and send them to local PDPs and from there to devices.

4 Conclusions and Future Work

In this paper an approach that uses ontology-based information modeling to capture
knowledge pertaining to user preferences, network capabilities, environmental con-
straints and business policies is presented. Ontological engineering can provide us
with solutions in interoperability, Knowledge formalization, alignment, inference and
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reasoning issues. The goal of ontology-based network management is to solve the
tower of Babel situation and to improve the manageability of network resources
through the application of formal ontologies. This will unleash the automated SLA e-
Negotiation between end-users and | SPs and between | SPs.

With automated e-negotiations there is a potential risk that the overall process and
the business outcomes may become somewhat unpredictable. We need workflow
management and visualization for administrators to control multiple processes. We
are currently working on an appropriate graphical workflow management approach
for both SLA negotiation and management.
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